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Un Sistema Seguro para el Almacenamiento y

Distribución de Documentos Digitales con Servicio de

Rastreo de Usuarios Deshonestos

por

Mario Diego Muñoz Hernández

Laboratorio de Tecnologías de Información, CINVESTAV-Tamaulipas

Centro de Investigación y de Estudios Avanzados del Instituto Politécnico Nacional, 2013

Dr. José Juan García Hernández, Director

Dr. Miguel Morales Sandoval, Co-Director

Con el incremento en la capacidad de los medios de almacenamiento a finales de los 80, gran

cantidad de organizaciones y empresas iniciaron una migración de sus documentos físicos a formatos

digitales. Hoy en día, uno de los principales activos de las organizaciones son sus documentos

digitales, los cuales suelen contener información sensible que solo debe estar disponible para usuarios

autorizados. Estos documentos deben ser protegidos para evitar el acceso ilícito por parte de usuarios

no autorizados.

Se han desarrollado técnicas criptográficas que brindan servicios de confidencialidad y control

de acceso para restringir el acceso a los documentos digitales solo a usuarios autorizados. Sin

embargo, cuando un usuario legítimo pero deshonesto obtiene un documento digital en claro, está

en la capacidad de distribuirlo ¡lícitamente a usuarios no autorizados. Es necesario determinar la

identidad los usuarios deshonestos para detener la distribución ilegal de documentos digitales lo cual

se puede lograr empleando técnicas para el rastreo de usuarios en documentos digitales. El rastreo

de usuarios en documentos digitales está siendo incipientemente explorado y actualmente no se ha

reportado un sistema para la administración de documentos digitales que emplee esta técnica.

En este trabajo de tesis se diseña e ¡mplementa un sistema seguro para la administración

de documentos digitales para enfrentar el problema del acceso a documentos digitales por parte

de usuarios no autorizados y la distribución ilícita de documentos digitales por part de usuarios

xiii



autorizados pero deshonestos. La solución para los problemas abordados en esta tesis hacen uso de

técnicas criptográficas y técnicas de control de acceso para proveer seguridad a documentos digitales

a través de los servicios de confidencialidad, integridad, no repudio, autenticación y control de acceso.

Además, se emplean técnicas de fingerprinting resistentes a colusión reportadas en el estado del arte

para proveer un servicio de rastreo de usuarios.

Se reportan los resultados del sistema propuesto, concluyendo que es capaz de proteger

documentos digitales de forma efectiva y además es capas de rastrear usuarios deshonestos, brindando

una solución integral para el acceso ilícito y la distribución ilegal de documentos digitales.
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Abstract

A Secure System for Storage and Distribution of Digital
Documents with Dishonest User Tracing Service

by

Mario Diego Muñoz Hernández

Information Technology Laboratory, CINVESTAV-Tamaulipas

Research Center for Advanced Study from the National Polytechnic Institute, 2013

Dr. José Juan García Hernández, Advisor

Dr. Miguel Morales Sandoval, Co-advisor

With the increasing in the capacity of storage media in the late 80s, many organizations have

migrated their physical documents to digital formats. Nowadays, digital documents contain most

of the information of organizations and they are used in a wide variety of processes in which it is

necessary to access their content. Due to the private nature of some digital documents, they must be

protected from illicit access of unauthorized users. ln order to protect digital documents, information

security services are required. These services can be provided through document management

systems that protect them from threats such as access or alteration by unauthorized users. However,

when authorized users obtain a digital document they could act dishonestly, by distributing digital

documents to unauthorized users. It is necessary to determine the identity of dishonest users to

stop the ¡Ilegal distribution of digital documents. To achieve this, user tracing techniques for digital

documents can be used to determine the identity of dishonest users. User tracing techniques for

digital documents are incipiently explored and currently it has not been reported that document

management systems provide this service.

ln this thesis work, a secure document management system is designed and developed to face the

¡Ilegal access to digital documents from unauthorized users and their ¡Ilegal distribution by authorized

but dishonest users. The solution provided in this thesis to the tackled problem makes use of

cryptographic techniques and access control mechanisms to provide security to digital documents,

through the provisión of information security services of confidentiality, integrity non-repudiation,

xv



authentication and access control. Also, state-of-the-art collusion-resistant fingerprinting techniques

are used to provide the user tracing service.

Results ofthe system are provided, concluding that the system is able to protect digital documents

from unauthorized users in an effective way, and also it is able to trace back dishonest users, providing

an integral solution for unauthorized access and ¡Ilegal distribution of digital documents.
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Introduction

1.1 Context and Motivation

The adoption of ¡nformation systems is changing the way organizations work, allowing the automation

of their processes and thus making them more efficient. One important process for organizations

is the management of large volume of documents. Since most of the organization's documents are

in physical format, many organizations have digitalized these documents to reduce the use of paper

and the space required for their storage. Digital documents (also referred simply as documents for

the rest of this thesis) are managed by Document Management Systems (DMS) that allow instant

access to information, faster search of documents and their content, easily back up and centralized

security [9, 10]. The main task of a DMS is to control the document lifecycle which is the workflow

that defines how users interact with the documents, from their creation until their usage in other

organization processes. The document lifecycle of an organization depends on the nature of the

documents (contracts, business letters, invoices, budgets, reports, etc). Also, the document format

1



2 1.1. Context and Motivation

is important when the document lifecycle is defined.

When documents are generated or received in physical format, organizations digitalize them,

using for example an scanner. Despite of the existence of tools for Optical Character Recognition

(OCR) to extract the text of scanned documents, physical documents are digitalized as images in

order to preserve hand-written signatures, seáis of approval or any other symbol that validates the

document's content. The process of scanning physical documents and store them as digital images

is known as Document Imaging (DI) [11]. DI defines a specific document lifecycle for a DMS that

is illustrated in Figure 1.1 [12, 13, 14].

O

Figure 1.1: Lifecycle for Document Imaging.

The document lifecycle begins with the Creation stage, when a user creates a physical document.

Then, that document is moved to the Review stage where it is reviewed and validated e.g. with

handwritten signatures. After that, the document reaches the Approval stage and it is digitalized as

an image. From this stage, the digital document must not be modified anymore, since the signatures

on it express the will of the signors for the content that they received. Once digitalized, the document

is uploaded and enters to the Store stage in a DMS which can use OCR tools to extract key words

from the digital document and indexing it. Finally, the digital document is ready for being used, in

the Distribution and Usage stages.
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Usually, the access to digital documents is restricted only to authorized users, that are those

who can be identified by the DMS. However, organizations are often divided to departments, and

when a user uploads a digital document to the DMS, final users of that document belong to the

same department. Henee, two types of DMS users per department are identified: Reviewer users

that approve and upload digital documents, and Consumer users that retrieve digital documents

from the system and use them. An special type of Consumer user is the Auditor. This type of user

validates digital document's content in the DMS, and it is able to access any digital document to

trace back Reviewers that uploaded a certain digital document. An Administrator user can delete

digital documents and manage users. The specialization of users is shown in Figure 1.2 and the

actions that they can perform are ¡llustrated in the use case diagram in Figure 1.3.

Organization

0\

tf*
b

Authentlcated i ser

Department /

€ 0*
Consumar Administrator

LIV.

á

if
r~KgK

Reviewer Auditor

Figure 1.2: Type of users in a Document Management System.



4 1.2. Problem Description

DMS for DI

Figure 1.3: Use cases for Reviewer, Consumer, Auditor and Administrator users in a Document

Management System.

1.2 Problem Description

Digital documents contain most of the information of organizations and they are used in a wide

variety of processes in which it is necessary to access their content. Due to the importance of digital

documents for organizations, they must be kept secure. ln 2010, the Computer Emergency Response

Team (CERT) reported an inquest applied to more than 500 respondents (including business,

government executives, professionals and consultants) which revealed that 36% of information

leakage is due to unauthorized access of malicious users and dishonest users that belong to the

organizations and distribute illegally these information. Also, it was reported that 64% of the

respondents are not able to take corrective actions due to the lack of evidence and because it is

not possible to identify the individuáis that distribute illegally the information [15]. ln order to keep

secure the digital documents in a DMS, there are two problems that must be solved: ¡Ilegal access
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to digital documents from unauthorized users, and the ¡Ilegal distribution of digital documents by

authorized but dishonest users. These problems are described in the next sections.

1.2.1 lllegal Access to Digital Documents from Unauthorized Users

One of the security requirements to protect digital documents is to prevent unauthorized access.

Some consequences when malicious users access the content of confidential digital documents are:

¡Ilegal distribution of documents, exposure of internal business strategies, privacy violation of medical

records of patients, decrease of costumer's confidence towards organizations, and in general, damages

to the prestige of organizations. An unauthorized user can request a digital document directly to the

DMS, therefore, when users download digital documents from a DMS, it is necessary to identify them

as part of the authorized users. A similar case occurs in the upload of a digital document in which

only authorized user can perform the upload, and the DMS must be able to identify unequivocally the

user that approved, uploaded and stored a digital document at any time. Also, despite of validating

the identity of authorized users, not all the digital documents are able to every authorized user e.g. a

Consumer user of department A could not be able to download a digital document of department B.

Unauthorized users could try to modify the content of digital documents during their transmission

and storage, so document security is also required under this scenario.

ln order to protect digital documents in a DMS, ¡nformation security services are required. These

services are [16, 17]:

• Confidentiality: ensures that digital documents are only accessed by authorized users.

• Access control: defines actions that users can perform on a digital document.

• Integrity: ensures digital documents have not been altered.

• Authentication: ensures the origin of the digital document.

• Non-repudiation: prevents that a user denies his/her signature on a digital document.
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With these services, a DMS would be able to protect the digital documents from threats such as

alteration or access by unauthorized users.

1.2.2 lllegal Distribution of Digital Documents by Authorized but

Dishonest Users

Once an authorized Consumer user obtains a digital document from the DMS, he/she obtains it

as plaintext for the Usage stage, but this leaves the digital document without protection. Due to

vulnerability of digital documents during the Usage stage, Consumer users could act dishonestly,

by distributing digital documents to unauthorized users. Digital documents distributed illegally are

known as pírate documents and the users that distribute them as traitors. It is necessary to identify

the traitors when pírate documents are detected to stop the distribution of pírate documents. Non-

computational techniques can be used to find the identity of the traitor, however, ¡t could take an

undeterminated time to do it. During this time the traitor can continué distributing new pírate

documents, henee, not only the traitor user must be identified, but his/her identification must be

done as fast as possible when a pírate copy is detected. The problem of pírate documents can not

be solved if it is not possible to identify the traitors in organizations [18, 19, 20, 21].

1.3 Investigation Question

Given the two problems of ¡Ilegal access to digital documents from unauthorized users and their

¡Ilegal distribution by traitor users, the following investigation question is raised:

Is it possible to build a secure system for storage and distribution of digital documents

that can be able to trace dishonest users?
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To build a system with these characteristics could ensure the secure distribution of digital

documents and their storage in a secure way. Furthermore, providing the required information

security services ensures that only authorized users can distribute pírate documents, and in that

case, the system would be able to detect the traitor users, enabling organizations to act accordingly

in a quick and effective way.

1.4 Objectives

To respond the investigation question, a set of objectives are stablished in the next two sections.

1.4.1 General Objective

To develop a system that allows the storage and distribution of digital documents securely, and it is

able to effectively identify dishonest users.

1.4.2 Specific Objectives

• To provide a mechanism that brings information security services for the protection of digital

documents in the Approval, Storage and Distribution stages ofthe document lifecycle.

• To provide a robust mechanism for secure distribution of digital documents which allows to

trace traitor users that distribute pírate documents during the Usage stage of the document

lifecycle.

• To intégrate the mechanism that brings information security services with the tracing traitor

mechanism in such way that both mechanisms can work in an effective way to protect digital

documents in the Approval, Store, Distribution and Usage stages ofthe document lifecycle.
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1.5 Thesis Outline

This thesis is organized in 6 chapters. The first chapter is intended to provide the context of this

thesis work. Chapter 2 is dedicated to the theory that supports this work. Chapter 3 reviews the

state-of-the-art of secure document management systems and user tracing for digital documents.

Chapter 4 describes the proposed system for secure storage and distribution of digital documents

with dishonest user tracing. Chapter 5 presents and discusses the results of main modules of the

proposed system as well as the complete integrated system. Finally, Chapter 6 concludes this work

and points out future work.



2
Background of Security Information Services for

Digital Documents

This Chapter presents a review of concepts and techniques that provide information security services

to digital documents. These techniques are grouped according to the security service provided. Also,

common architectures for secure document management systems are reviewed.

2.1 Confidentiality

Confidentiality is a security information service which guarantees that information can be accessed

only by authorized users. A common way to provide confidentiality is by means of cryptographic

techniques. Cryptography allows to hide a message by making it ¡Ilegible, allowing only to those

entities that are authorized to recover the original message. A secure communication of messages

between two parties involves the next elements.

9
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• Sender: it is the entity who sends the message.

• Receiver: it is the entity that receives the encrypted message.

• Clear message: it is the legible message.

• Keys: they are a sequence of bits that are used to encrypt and decrypt the message.

• Encryption algorithm: it is the method to transform the clear message into a encrypted

message using a key.

• Encrypted message: it is the message resulting from the encryption algorithm applied to

the clear message.

• Decryption algorithm: it is the method to transform the encrypted message into a clear

message using a key.

A system that uses encryption and decryption algorithms to send messages in a secure way is

known as a cryptosystem [22]. ln the context of a DMS, digital documents are considered as the

message that must be stored and sent in a secure way. The basic attack that a cryptosystem must

resists is the brute forcé attack which consists on computing all the possible keys and try to decrypt

the message with all the computed keys [23].

2.1.1 Symmetric Key Cryptography

Symmetric Key Cryptography (SKC) also named private key cryptography, consists in using a unique

key to encrypt and decrypt a digital document, that means the sender and receiver have the same

key. This scheme is shown in Figure 2.1.
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Figure 2.1: Private key cryptography scheme.

ln SKC, using a secret key S, a digital document D is encrypted by a function Enc(S,D)

generating an encrypted digital document De- Using a decryption function Dec(S, De) it is

possible to obtain the original digital document D. The algorithms based on this technique are

secure if computing S from Enc(S, D) is a computationally intractable problem. SKC allows the

transmission of digital documents between two systems securely over a network in a simple and

efficient way. However, it is necessary that the sender and receiver to share the same key before

the establishment of a secure channel, thus the secure sharing of the private key is a problem.

Another problematic situation is that, in order to establish a secure communication between U

users are required U * (U
—

l)/2 keys. Therefore, the number of keys increases exponentially [24].

Representative SKC algorithms are:

• Data Encryption Standard (DES): it is a block cipher that uses a 56-bit key length

(allowing a key space of 256). It was designed in 1973 and it was the first encryption standard.

ln 1976 it was approved by the NIST in the United Stated, and adopted later by most ofthe

countries. With the increasing of the processing power, a brute forcé attack was performed

successfully over DES on 1997 [23, 25].

3DES: it was created to replace DES. This algorithm has a 168-bit key length since it uses

3 DES keys h, k2, k3 to perform a encrypt-decrypt-encrypt sequence defined in Equation 5.1

in order to encrypt the message, and the inverse operations defined on Equation 5.2 to obtain
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the original message.

c = E(k1,D(k2,E(k3,m))) (2.1)

m = D(kuE(k2,D(k3,c))) (2.2)

A key space of 2168 is very hard to compute, so 3DES is considered a secure symmetric

algorithm. However, 3DES algorithm has presented performance issues [23, 25].

• Blowfish: it was presented in 1993 and designed to be implemented in hardware. Blowfish

uses a key in the range from 32 to 448-bit length. Currently there is not a way known to break

its security [25].

• Advanced Encryption Standard (AES): it is the current encryption algorithm standarized

recommended by the NIST. AES is a block cypher that can use a 128, 192 or 256-bit key

length. The data to be encrypted is considered as a byte matrix and several processing rounds

are performed on it depending on the key length: for a 128-bit key length 9 rounds are

performed, for a 192-bit key length 11 rounds are performed and for a 256-bit key length 13

rounds are performed. The processing rounds of AES are defined by the next steps:

- Bits substitution: change the block bits using a substitution table.

— Row shifting: permute the rows of the block.

- Column mixing: a substitution method is used for each block column.

-

Key addition: the logical XOR operation is performed using the key and the block.

The advantages of the AES algorithm are its speed and flexibility. Today, it can be found on

different platforms including mobile devices [25].
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2.1.2 Asymmetric Key Cryptography

Asymmetric Key Cryptography (AKC) also named public key cryptography, was proposed to solve the

problems of SKC previously mentioned. AKC was proposed by Whitfield Diffie and Martin Hellman

[26]. ln AKC, each user has a public key Pu that is known by the other users, and a private key

PT that each user keeps in secret. A sender can send a message D to a receiver in a secure way

by encrypting D with the public key Pu of the receiver using a function Enc(Pu, D) generating the

encrypted message c. Then, only the receiver is able to decrypt c with his correspondent private key

Pr using a function Dec(Pr, D), allowing to recover D. The AKC scheme is shown in Figure 2.2.

Sender

PUBLIC key of the Receiver Pu

%n^>m<> <y>
Clear document O

DiaEnaypleóllsingPu 0£ is generated D£ is transmltted 0£ tmam„ destiny D lsdecryp[eauslngP,
Dis obtained

Receiver

PRÍVATE key of the Receiver Pt

Ora

Figure 2.2: Public key cryptography scheme.

AKC provides the confidentiality and integrity services, in addition, users can associate their

identity to digital documents by generating a digital signature using their private keys, providing the

non-repudiation service [16, 27]. Despite of this benefits, AKC algorithms are more computationally

expensive than SKC algorithms. AKC algorithms are divided into two families: those based on the

discrete logarithm problem in which RSA is the most representative algorithm, and those based on

Elliptic Curve Cryptography (ECC):

e RSA: it is the most widely used public key cryptosystem, especially in e-commerce systems.

RSA defines three basic operations that are keys generation, encryption, and decryption. For

the generation of the keys, it is required a valué n that is obtained from the multiplicaron

of two prime numbers p and q, then a function ¡p(n) = (p
—

l)(q —

1) allows the generation
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of the public key e, that must be coprime of ip(n) and satisfies the condition 1 < e < <p(n).

For generating the private key d, e"1 mod (p(n) is calculated. A message m is encrypted as

c = me mod n. The decryption is defined as m = cd mod n.

ECC: it was proposed by Koblitz [28] and Miller [29] as an alternative mechanism for

implementing AKC. It has the advantage of using shorter keys than RSA, bringing the same

security. ECC is based on the discrete logarithm problem on elliptic curves that is likely to be

harder than the classical discrete logarithm problem. To genérate the private and public key

it is necessary to select a finite field q in which a elliptic curve EC(q) is defined, also G is

defined as an elliptic curve point generator of order n. Then a d valué in the range [1, n
—

1] is

chosen, this valué is used as the private key. The public key Q is defined by Q = k * G where

k * G is a scalar multiplicaron. The security level of the keys depends on EC(q), there are

predefined elliptic curves that met required security levéis for standardization [30]. ln order to

encrypt a document m the sender selects a valué k in the range [l,n
—

1] and genérate the

encrypted messages cl
= (k * G) and c2 = M + (k * Q), cl and c2 are sent to the receiver

that using his private key d can retrieve m by performing m — c2 —

(d * cl).

2.1.3 Digital Envelope

The digital envelope is a concept which consists in encrypting a message D with a symmetric key A:

obtaining Dk and then, encrypting k with AKC obtaining kAKC- Dk and kAKC are transmitted to

the receiver that decrypts kAKc, and uses k to decrypt Dk obtaining the original message D. Digital

envelopes are fast in encryption and decryption since these functions are performed using symmetric

algorithms and only A: is encrypted with asymmetric algorithms. The general scheme of the digital

envelope is shown in Figure 2.3.
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Figure 2.3: Digital envelope scheme.

2.1.4 Key Exchange

Key exchange algorithms are used to establish a secret key between two entities. That key can

be used to encrypt a communication session between the entities. A representative key exchange

algorithm is Diffie-Hellman, in which the sender and the receiver need to agree on a finite field Fq

and a base element g of order N\q
— 1. Then, the sender chooses secretly a random positive integer

k3 < N and computes gks G F*, and sends it to the receiver. The receiver acts in a similar way,

choosing kT < N and performing and sending gkr € F* to the sender. The sender has the valué ks

and receives gkr. ln the same way, the receiver has the valué kr and receives gks . Finally, both are

able to genérate the key gkskr € F*. Even if an attacker knows both exchanged valúes, he/she must

face the discrete logarithm problem (DLP) to obtain the private keys ks and kr. However, for Fq

with order enough large, the DLP is considered a hard problem in computer science [31].

2.1.5 Digital Image Encryption

Due to digital documents in a DMS are stored as images, encryption techniques for images can be

considered as an option to provide confidentiality. Two levéis of security are considered in digital

image encryption: high level security and low level security. ln the low level, the image quality is
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degraded by noise but it is possible to ¡nterpret the image content whereas in the high level security

the image just look like noise. Digital image encryption can be carried out in both the spatial and

the frequency domain [32, 33, 34]. Furthermore, this technique can be based in SKC or AKC, and

it is more efficient than non-specialized cryptographic techniques for images. It is considered that

certain amount of distortion can be generated when the image is decrypted [35].

2.2 Integrity

Integrity is a security information service that guarantees the accuracy and consistency of digital

documents over their entire lifecycle. ln a DMS, integrity services ensures that during the transmission

and storage of digital documents these do not suffer any change in their content. Integrity can be

provided by one way hash functions, message authentication codes and digital signatures.

2.2.1 One Way Hash Functions

A one way hash function, H(m) receives a message m of arbitrary length as input and generates a

fixed length hash valué h. The generated valué h is considered as a fingerprint of the message m

[36]. The process of hashing is shown in Figure 2.4. Hash functions are non-reversible, this means

that given m it is easy to genérate h, however, it is very hard to compute m from h. Also, hash

functions are colusión resistant, that is, it is practically impossible to have two different messages m

and m such that H(m) — H(m).

m £=> Hash function !~£> AICLE2389..

AICLE2389...

Figure 2.4: Hashing process.
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Nowadays, 2 of the most widespread hash algorithms are:

e Message Digest 5 (MD5): it is based on the previous hash function MD4 proposed by Rivest

[31]. These functions were designed for high-speed software implementations, trying to be

as simple as possible and optimized for general purpose microprocessor architectures. MD5

as MD4 produces a 128-bit hash as output composed by a set of four 32-bit blocks. Some

weaknesses that can compromise security in these functions have been reported.

e Secure Hash Algorithm (SHA): it is a family of hash functions proposed by the National Security

Agency (NSA) and published by the National Institute of Standards and Technology (NIST).

The SHA functions are based on the principies proposed by Rivest for MD4, and they have four

versions that are: SHA-0, SHA-1, SHA-2, and SHA-3. No effective attacks for SHA functions

for the third versión are known [31].

2.2.2 Message Authentication Codes

Message authentication codes (MAC) are small fixed-size blocks of data that are generated based

on a message of variable length using a private pre-shared key. ln Figure 2.5 it is shown the general

scheme for message authentication codes, in which a hash function receives a digital document as

input and a private key in order to genérate a hash valué. When the digital document is transmitted,

both, the document and its MAC are sent. Users that know the private key are able to valídate

the digital document integrity by calculating the MAC of the document received and comparing it

against the MAC. If both MACs are same, the digital document integrity is validated.

2.3 Authentication and Non-Repudiation

Authentication is a security information service well suited to ensure the origin of a message. Digital

signatures are used to prove message authenticity by verifying a signer's digital identity. Other ways
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Figure 2.5: Generation and use of a Message Authentication Code for a digital document.

to provide this service are: registration of unique identifiers in a repository, meta-data with evidence

of authenticity or watermarking. The non-repudiation security information service prevenís that a

user denies its participation in a communication. The non-repudiation service can be provided by

digital signatures.

2.3.1 Digital Signatures

A digital signature is an electronic signature that can be used to authenticate the identity of the

sender of a message, and that the message was not modified during its transmission. Basically,

digital signatures are generated by obtaining a hash hs ofthe message D that later is encrypted with

the private key of the sender. It is known as signed message to the message in plain text with its

hash encrypted using the private key of the sender. When the signed D reaches a receiver, the hash

hr of the D is computed. Then, the receiver decrypts the signature of D with the public key of the

sender, obtaining hs. If hr and hs are equal, the identity ofthe sender is validated, along with the

integrity of D. This process is known as digital signature validation. The digital signature validation

is expressed graphically in Figure 2.6 considering as message a digital document.
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Figure 2.6: Digital signature scheme.

2.3.2 Public Key Infrastructure

Public Key Infrastructures (PKI) are commonly used for the implementation of AKC algorithms and

digital signatures. A PKI distributes the public keys of users and ensures that a key belongs to a

user by using digital certificates. The current standard of digital certificates is X.509 standard ITU-T

(International Telecommunication Union) [31]. The PKI is composed by the following components:

e Certificaron authority (CA): it is responsible to assign and revoke certificates.

e Digital certifícate: it is a document digitally signed by the CA, and establishes a link between

a subject and its public key.

e Registration authority (RA): it is responsible for handling requests of certificates generation.

• Repository of certificates and distribution system: it provides a mechanism for storing

keys, certificates and certifícate revocation lists.

Today, the PKI is widely spread and there are standards that depend on it as IPSec, SSLv3.0,

standards for sending emails, shopping online or bank transactions.

2.3.3 Mutual Authentication

Mutual authentication refers to two parties authenticating each other. The mutual authentication

process starts when a client requests data to a server and the server responds with its certifícate.
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The client sends the obtained server certifícate to a CA for validation, if the server certifícate is

validated, the client sends its own certifícate to the server for a similar validation, in other case

the communication is finished. After user and server authenticate each other, the client is able to

download the data. Mutual authentication is described in Figure 2.7.

S) Valídales Client certifícate

3) valídales Server certifícate

Figure 2.7: General scheme of mutual authentication.

2.4 Access Control

Access control is a security ¡nformation service that allows or denies access and/or manipulation of a

resource. Access control requires the definition of policies to determine the conditions that must be

satisfied for the execution of certain actions. Conceptually, the essential component of access control

models is the reference monitor that has the responsíbility of enforcing the usage of the policies to

access digital documents [37, 38]. The reference monitor can enforce policies in different ways that

are described in the following sections.
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2.4.1 Discretionary Access Control

ln Discretionary Access Control (DAC), the owner of a digital document determines the actions that

users can perform on digital documents based on their identity. Commonly, an access control list

determines users permissions.

2.4.2 Role Based Access Control

ln environments where users are created and deleted frequently, Role-Based Access Control (RBAC)

grants the resource access to user groups in a flexible way and reduces administration effort. If a

user does not belong to a group anymore, the system administrator just needs to change the role of

that user.

2.4.3 Mandatory Access Control

Mandatory Access Control (MAC) determines the access privileges of users to resources by policies

that are set by the system administrator. It is a more restrictive model because common users can

not grant privileges to other users.

2.5 Digital Document Management Security

Architectures

The DMSs that intégrate techniques to provide information security services often are based on

common architectures that describe the document management environments, and coarse-grained

strategies to cover the security requirements [39, 40]. ln this section these architectures are reviewed.
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Figure 2.8: Encrypted server-based document management system architecture.

2.5.1 Encrypted Server-based Document Management System

Encrypted server-based secure DMS architecture is based on a client-server model and is common for

small and médium organizations. Digital documents are generated by clients and sent unencrypted

to an encryption server. The encryption server encrypts the digital documents, and after this point,

the digital document can be sent to users or another servers in a secure way. ln this architecture,

information security services are provided by infrastructure services such as Secure Sockets Layer

(SSL) or a Virtual Private Network (VPN), in order to protect the digital documents when they are

transmitted from the client to the server and viceversa. This architecture is shown in Figure 2.8.

2.5.2 Terminal-Based Digital Document Management System

This architecture is commonly used by institutions and commercial companies, all the digital

documents are encrypted in the terminal that is protected by using security software. The access to

documents is authorized via MAC which sets the policies that determine the digital documents that

certain terminal can access. This architecture is shown in Figure 2.9.
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Figure 2.9: Terminal-based digital document management system scheme.

2.5.3 Hardware-Based Encryption Document Management System

ln this architecture, the digital document encryption is performed by dedicated hardware in the

terminal. Access control and decryption occur on the server side. This architecture is considered

highly secure, with a better performance than encryption using software since it does not use the

microprocessor of termináis. The drawbacks of this model are that a large amount of hardware

is required to be deployed making implementation expensive and it could be difficult to change

the hardware provider whereas software implementations use high level abstractions avoiding that

problem. This architecture is shown in Figure 2.10.
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Figure 2.10: Hardware-based encryption digital document management system scheme.

2.5.4 Cloud Computing Environment-Based Document Management

System

ln this architecture, digital documents are easier to centralize, providing unified management. An

organization is able to contract an external provider or implement its own private cloud. ln order to

secure the transmission of digital document all the users access the DMS by a VPN. This model is

elastic since resources are centralized and are consumed as they are required, also, it is scalable due

to the clients are connected to virtual machines, so new hardware components can be added without

expensive changes. The centralized resources allows to apply information security services not only

to a DMS but all the systems in an organization. This architecture is shown in Figure 2.11.

2.6 Summary

ln this Chapter, concepts related to ¡nformation security services and common ways to provide

them were reviewed. These concepts and fundamentáis are used in the next Chapters dedicated

to the related work of security and user tracing for digital documents, the proposal of the secure
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management system and its implementation.



3
Background of Fingerprinting Techniques for

Digital Documents

ln this Chapter, watermarking concepts are explored being digital fingerprinting the most important

application of watermarking in this thesis work. Also, the Discrete Cosine Transform and the image

quality assessment metrics are reviewed.

3.1 Digital Watermarking

Digital watermarking is the process of inserting information that cannot be removed easily into

digital multimedia content such as image, audio or video. The inserted information (which is called

watermark) in a watermarked document can be extracted or detected later. Since in this thesis work

digital documents are represented as images, all the watermarking sections are focused on images.

The general scheme of watermarking is shown in Figure 3.1. A watermark w is inserted in an image m

27
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using a secret key s to allow only the holders of s to detect and retrieve the inserted watermark. The

watermarked image mw is transmitted through a channel in which mw can be altered intentionally

or unintentionally. Then, when the altered image rñw is received a detector must be able to retrieve

w from rnw [41].

Secret key s

v^

\ f

^k

A

m

\f

Image m
Insertion of

watermark

m

Channel
Detection of

watermark

Watermark *

S P s ^

1

Watermark M>

Figure 3.1: General scheme of digital watermarking.

3.1.1 Watermarking Classification

Watermarks can be classified for different characteristics, such as their perceptual transparency, their

resistance to attacks, better known as robustness, or whether the original content is required when

the detection ofthe watermark is performed [42]. Clasification of watermarks are graphically shown

in Figure 3.2. Next, these classifications, are described:

Watermarking

Perceptual

transparency

Robustness to

Attacks
Private/Public

Visible Invisible Fragüe Semi-fragile Robust

Figure 3.2: Diagram of watermarking classification.
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• Perceptual transparency: Perceptual transparency refers to whether the watermark can

be perceived by the senses of a user. Under this classification a watermark can be visible or

invisible. Visible watermarks can be a text or a logo used to identify the author of the image.

Invisible watermarks are inserted into an image in such a way that it cannot be perceived by

human eye. It is used to protect the image authentication and prevent it from being copied.

• Robustness to attacks: When a watermarked image is sent through a channel, it is

susceptible to intentional and unintentional attacks (these attacks are described in Section

3.1.3 of this Chapter). Watermarks can be classified depending on their capacity to resist

attacks such as:

-

Fragile watermarks: these type of watermarks fail to be detectable if the watermarked

image is modified intentionally or unintentionally.

-

Semi-fragile watermarks: these watermarks resist common operations such as lossy

compression, rotation or size changes. However intentional attacks are able to destroy

the watermark.

- Robust watermarks: these watermarks are able to survive intentional and unintentional

attacks.

• Private and public watermarks: in private or non-blind watermarks, the original content is

required to retrive the inserted watermark in a content copy whereas public or blind watermarks

can be detected without the original content.

3.1.2 Watermarking Applications

The watermark's characteristics allow a wide variety of applications, such as:

• Content protection: inserting a visible watermark in an image, it can be publicly and freely

distributed.
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• Content labeling: watermarks can be used to bring information about the watermarked

image.

• Tamper detection: detecting if a fragile watermark inserted in an image is degraded, it is

possible to state that the image has been modified.

• Proof of ownership: if someone claims to be the author of a watermarked image, this can

be proved by detecting the watermark.

• Digital fingerprinting: this is a process used to detect the owner of the image. ln digital

fingerprinting, watermarks will be unique to the owner and are known as fingerprints. Digital

fingerprinting is an application of high relevance for this thesis work because it can be used to

trace a traitor user from a pírate document. A more detailed explanation of digital fingerprinting

is provided in Section 3.2.1 of this Chapter.

3.1.3 Watermarking Attacks

A watermarked image can suffer unintentional or intentional attacks. Unintentional attacks are those

alterations in the watermark that occur during the normal use of watermarked images. Intentional

attacks occur when malicious users perform actions to remove or degrade the watermark from a

watermarked image [43, 44]. Attacks that can remove or destroy watermarks are:

• Signal processing attacks: these attacks occur by the effect of recompression, resampling,

reaquantization, analog-to-digital and digital-to-analog conversión, and changes in color or

contrast.

• Geometric attacks: these attacks occur for transformations in the image such as rotation,

translation, cropping and scaling.

• Synchronization attacks: the basic idea of these attacks is to detect synchronization

patterns, remove them, and then apply desynchronization techniques, such as global affine
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transformations. After an attack of this nature, the watermark is still in the image, but it is

not possible to detect it.

Collusion attacks: these attacks occur when traitor users combine their content copies in

order to genérate a new pírate content destroying their fingerprints in the process [45]. A

common way to perform collusion attacks is through an average of the pírate copies.

3.1.4 Watermarking Techniques

There are different watermarking techniques that define how the watermarks are inserted and

detected. ln the next sections these techniques are detailed.

3.1.4.1 Least Significant Bit Substitution

Least Significant Bit (LSB) substitution is a technique in which the least significant bit of the pixels

of an image is overwritten with one bit of the watermark. For example, as shown in Figure 3.3 for

the insertion of a bit ¡n a gray scale pixel with the valué 128, the LSB is changed resulting in the

new valué 129 [46].

A grayscala pixel with a valué 1 28

The grayscale pixel with the LSB

flipped (with a valué 129)

1 0 0 0 0 0 0 0

1 0 0 0 0 0 0 1

Figure 3.3: Least Significant Bit substitution.

The inserted watermark is invisible since the human visual system is not able to detect the

difference in very similar colors. The LBS substitution technique presents disadvantages when the

watermark must be robust. Despite of this watermarking technique can survive simple transformation

such as cropping [46], it is not able to resist compression or noise addition. Also it can be detected

statistically by an attacker [47]. Furthermore, a malicious user can overwrite the LBS of all the

image pixels by a random bit, destroying the watermark.
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3.1.4.2 Patchwork

The patchwork technique is based on a pseudo-random statistical process. It was proposed in 1996

by Bender [48] for marking images. Yeo and Kim [49] generalized the patchwork algorithm for

images based on Blender's work, the Arnold's contributions [50] and the MPA algorithm [51]. This

algorithm is known as Generalized Patchwork Algorithm (GPA). To insert a watermark in GPA, the

image is transform using a Discrete Cosine Trasnform (DCT, this concept is reviewed in section 3.4

of this Chapter) block Nn x Nc, indexes sets I = {Ii,...,I2n} are generated and selected based

on a random function that receives the watermark. The indexes are integrated by integers [Zi,Z2]

where this pair is in the selected positions of zig zag pattern in the DCT block. Through an índex

set Io = {/0+,/0-} of pixels, it is described the position of a encoded binary valué 0 and with

I1 = {/1+,/1-} the position of an encoded binary valué 1. It is divided each subset in 2 subsets,

expressed in Equation 3.1 and Equation 3.2.

70+ = {/?,..., I°n}, lo- = {I°n+1,-.,I°2n} (3.1)

71+ = {/?, ..., Fn}, J:_ = {Fn+1, ..., 4} (3.2)

Having the coefficients DCT as Aj = {A[,...,AJn} corresponding to Ij+ and as Bj =

{B{,...,B3n} corresponding to P~
, j — {1,0}, For the case of the encoded binary valué 0 it is

computed the average as is expressed in Equation 3.3 and Equation 3.4.

n

A-average
= n

¿_^ ^n (33)

n

B°average = n-1YiB0n (3.4)
í=0
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Then, the variance is computed as shown in Equation 3.5 and Equation 3.6.

52A° =
7T3ñ Í>« ~

A^age)2 (3-5)
{n L)

t=0

S2B0 = j-^- ¿(BJ -

BleTagef (3.6)
^ '

í=0

Finally, the DCT coefficients are replaced by A° and B° as is expressed in Equation 3.7 and Equation

3.8.

A°t* = (1 + sign(SA0
- S2Bo)Pl)A°t + sign(Aaverage

- B0)Vp*Seo/2 (3.7)

B°* = (1 + sign(SA0
- S%o)Pi)B? -

sign(Aaverage
- B0)^P^SE0/2 (3.8)

Where Py y P2 have the control of the robustness and perceptibility of that watermark, and sign

is a function to extract the sign of a real number. This algorithm decreases the possibilities of a

false positive detection, it is resistant to signal process and to the compression techniques and it is

highly inappreciable.

3.1.4.3 Quantization Index Modulation

Quantization Index Modulation (QIM) refers to inserting ¡nformation, modulating an index or

sequence of índices with the watermark information and then quantizing the host signal with the

associated quantizer or sequence of quantizers. To insert a watermark bit w in an image x it is

necessary to choose a quantization valué that depends on the binary valué of w, representing a

quantization step size A, if even it is denoted by QAeven(.) and if odd it is denoted by QAodd(.)

[52].

The insertion techniques based on QIM present a good balance between the performance and
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robustness of the watermark, the degradation of the image that is inserted and the amount of

information on the watermark. However, QIM has some disadvantages in terms of safety, because

with a single copy of a watermarked image it is possible to determine the location ofthe watermarks

through the generation of a high-resolution histogram ofthe image which allows to observe increases

A and henee remove them [53]. Another aspect to consider is the sensitivity to an amplitude scale

attack which affeets considerably the performance ofthe watermark detector [54].

3.1.4.4 Spread Spectrum

Spread spectrum (SS) is widely used in telecommunications and ¡nvolves transmitting a narrow band

signal into a wide band signal such that the energy at each frequency is undetectable. Using SS as a

watermarking technique, the image is considered as a communication channel and the watermark as

a message to be transmitted, so distortions caused by an attack or by image processing are considered

noise. The carrier signal, in this case an image, is also considered a noise source in the model ofthe

communication channel [55].

By using SS, the watermark is inserted in the most significant regions of the image, because the

less significant regions are the most affected or removed by applying filters or other image processing

techniques. Inserting the watermark in the most significant regions has the advantage that if a user

tries to remove the watermark, the image would be severely damage [56].

Cox [57] proposed the first watermarking scheme based on the SS technique for images. ln this

scheme, the watermark is represented by a sequence X
= {xi...,xn} of real numbers in which each

valué in the sequence is calculated based on a gaussian distribution. To insert the watermark X in

an image D, a sequence V = {vi,...,vn} is extracted from D, in which X is inserted generating

a sequence V = {vi,...,vn}. The sequence V is inserted in D by replacing the sequence V, given

as a result a watermarked image D. ln order to extract the watermark of D, it is extracted a

sequence V = {vi,...,vn} that is compared with the sequence V given as a result a sequence

X = [xx, ..., xn} that is the inserted watermark X. Due to X can differ from X due to alterations
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suffered by intentional or unintentional attacks, a threshold is computed and the similarity of X

and X is evaluated, if their similarity is over the threshold, the watermark is detected. SS is robust

against geometric transformations, signal processing and collusion attacks. However, SS requires a

lot of computational resources because it establishes a correlation between the extracted watermark

and the watermarks stored in the system. Also, the possibility of false-positive detection increases if

the watermarks are represented by short sequences [58].

3.1.5 Analysis of Watermarking Techniques for Digital Images

The advantages and disadvantages of the presented approaches for image watermarking are

summarized in Table 3.1.

LSB Patchwork SS QIM

Advantages Highly

imperceptible

Highly

imperceptible

Robustness against

common attacks,

and collusion attacks

Efficiency, good
balance between

fingerprints size and

image degradation

Disadvantages Statistically

detectable,

not robust against

image

transformations

Not robust

against image

transformations

Small fingerprint,
establish correlations

is not efficient

Detectable by

analyzing the image

histogram

Disadvantages Statistically

detectable,

not robust against

image

transformations

Not robust

against image

transformations

Small fingerprint,
establish correlations

is not efficient

Detectable by

analyzing the image

histogram

Table 3.1: Advantages and disadvantages of watermarking techniques.

From these techniques, SS presents resistance to collusion attacks, which makes it suitable for

fingerprinting applications. SS has been applied for fingerprinting in the context of the copyright

protection in an effective way, because it is robust to a wide variety of attacks. Since the first SS

work in watermarking proposed by Cox [57], SS schemes for fingerprinting have evolved taking into

account the behavior of traitor users and for improving their performance. Wangeta/. [59] considered
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that traitors are more likely to coilude with users who share common characteristics such as social

circumstances or geographic location. Under this assumption, a hierarchical fingerprinting technique

based on SS was proposed. Using that technique, users are assigned to groups, and the fingerprint

is generated from the user ID and its group ID. At the detection stage, the group of the colluders

is identified and then, the users who belong to that group are identified. This strategy reduces the

computational cost along with the probability of false positive detection. Kuribayashi proposed in

[60] a hierarchical fingerprinting scheme based on Code División Múltiple Access (CDMA). ln that

scheme, users are organized in groups, and the user fingerprint is represented by two sequences: a

SS sequence for the user ID and other for the group ID. These sequences are orthogonal because

they are DCT basis vectors modulated by a pseudo-noise sequence that is a pseudorandom sequence

of 1 and -1 valúes allowing retention of orthogonality. The scheme presented in [60] has a better

performance detecting colluders than Cox and Wang schemes due to a fast DCT implementation,

which reduces the computing time from linear to logarithmic scale.

3.1.6 Digital Text Watermarking

Digital text watermarking is the process of inserting a digital watermark on a digital text document

in order to avoid illicit re-distribution and copyright violations. Limited progress for digital text

watermarking has been reported.There are three main approaches for digital text watermaring that

are: syntactic approach, semantic approach and Image-based approach [61, 62]. These approaches

are explained in the next sections.

3.1.6.1 Syntactic Approach

Hassan etal. proposed the natural language watermarking by performing morphosyntactic alterations

to the text [63]. First, the text in the digital document is transformed into a syntactic tree diagram

where the hierarchies and the functional dependencies are made explicit and watermark is inserted.

The watermarking process is shown in Figure 3.4. ln order to genérate watermarked sentences, the
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watermarking insertion mechanism can use dictionaries, a set of preprocessed sentences, syntactic

tools or web tools as Wordnet. The problem with this approach is that depending on the content of

tX* I I i ! 1 «■•»*>«

Figure 3.4: General scheme of syntactic text watermarking.

the text, it could be not possible to change it, e.g. digital documents of poetry, contracts or music

sheets.

3.1.6.2 Semantic Approach

The semantic watermarking approach uses the text semantic structure to insert a watermark. Text

contents like verbs, nouns, prepositions, words spelling, acronyms, sentence structure, grammar rules,

etc, are exploited to insert the watermark in the text. Atallah et al. [64] proposed the semantic

watermarking schemes. Later, the synonym substitution method was proposed in which watermark

is embedded by replacing certain words with their synonyms without changing the context of text

[65]. Xingming, et al. [66] proposed noun-verb based technique for text watermarking which exploits

nouns and verbs in a sentence parsed with a grammar parser using semantic networks.

3.1.6.3 Image-Based Approach

ln this approach of digital text watermarking, the text in a image-based document is used to insert

the watermark. The main techniques of this approach are:
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• Line shifting encoding: this technique inserts a watermark in the digital document by

vertically shifting the locations of text-lines. One bit can be encoded per line. During the

extraction of the watermark, text-lines are located using horizontal projection profile. The

distance between adjacent text-lines is measured, this can be done by either measuring the

distance between the baselines of adjacent lines or the difference between centroids of adjacent

lines [67, 68].

• Word shifting encoding: this technique inserts a watermark in the digital document by

horizontally shifting the locations of words within text lines. No watermarked lines are ¡ncluded

to detect and compénsate nonlinearities that occur in printing and copying. However, word

shifting encoding is only applicable to digital documents with variable spacing between adjacent

words, and because of the variable spacing requirement, decoding requires the knowledge of

the space between words in the unaltered document [69, 70].

• Inter-character space encoding: inter-character spacing is varied to encode a binary

watermark. This watermarking text strategy is designed for languages that have few or no

large inter-word spaces. [71, 72].

Watermarking techniques on image-based digital documents were proposed by Brassil et al. [67]

and Low et al. [68]. They consist of inserting watermarks by shifting the text-lines in a vertical way

allowing a bit encode per line. These techniques only work for documents with a well defined style

format and the inserted watermark is easy to remove by an average collusion attack. ln [69, 70]

techniques based on horizontally shifting of words in the document were proposed. However, these

techniques can only be applied to documents that have variable spacing between adjacent words.

The watermark detection is only possible having the knowledge of the space between words in the

original document. Other techniques based on the distance between lines, words or characters have

been proposed in [71, 72, 73, 74, 75, 76, 77] and most of them proved to be robust against indirect

attacks such as copying, printing and scanning. Also, specific schemes have been proposed to face



3. Background of Fingerprinting Techniques for Digital Documents 39

these problems [78, 79]. However, the robustness of these techniques against collusion attacks is not

reported.

3.2 Traitor Tracing

When digital documents are distributed to users and get the document in plain text, users can

make use of them, being this the Usage stage of the digital document's lifecycle. At this point,

digital documents are not under any security mechanism, so a dishonest user is able to unlawfully

distribute the documents to unauthorized entities. As mention in the description problem in Chapter

1, the illicit copy of a digital document is known as pírate document and the authorized user which

extracts originally the digital document is known as traitor user. Initially, piracy cases appeared

in the distribution of CD ROMs, event subscription payments and access to online databases. ln

these cases, providers provided a key (a decoder, password, software, etc.) to a user to decrypt the

content, which then distribute it illegally, allowing other users to access these contents.

ln this situation, schemes for traitor tracing were necessary, that is, the identification of the

traitor user [80]. The first traitor tracing schemes consisted of three elements:

• User initialization scheme: it is used to register a user and generates his/her key.

• Scheme decryption: it is used by the user to access content provider.

• Traitor tracing algorithm: it is used to obtain the traitor identity through the decoder

mechanism using the key ofthe traitor user, when the mechanism is confiscated. The decoding

mechanism can be hardware or software.

With the advent of online distribution of multimedia content such as copyrighted music, audio

and video, the traitor tracing schemes evolved to adapt them to this new environment, in which

users who have paid for some content are in the capacity of distributing it to users who have not
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paid for it. A common way to provide traitor tracing is digital fingerprinting [81]. The next Section

will delve into this concept.

3.2.1 Digital Fingerprinting

Digital fingerprinting is an application of watermarking in which the ID of a user (named fingerprint)

is inserted in each digital content that he/she requests [82]. If, at a later point in time, a pírate

copy of the content is found, the identity of the traitor user that distributed the pirate copy can be

determined by retrieving the fingerprint. For the effectiveness of digital fingerprinting techniques, it

is necessary to meet two main properties:

• Robustness: it is the ability of fingerprints to survive intentional and unintentional attacks

after being inserted into the content. Due to fingerprints are unique per user, collusion attacks

are possible. A robust fingerprint must be able to survive to collusion attacks.

• Perceptual transparency (namely unobtrusiveness, invisibility or imperceptibility): the

original content and its fingerprinted copy must be identical to the user's perception. ln the

context of fingerprinting for digital documents, the perceptual transparency is measured using

the natural language understanding [61, 62], so the characteristic of perceptual transparency is

achieved if the text contained in the document is entirely legible after the fingerprint insertion.

For most of the existing fingerprinting techniques, robustness and perceptual transparency have

an adverse effect on each other. Therefore, it is necessary to find a balance between these properties,

for máximum robustness while maintaining perceptual transparency [83]. Robust fingerprinting

techniques are usually not reversible, that means a user can not obtain the original content from a

fingerprinted one, so the user must be able to manipúlate it for legitímate purposes with the inserted

fingerprint.
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3.3 Image Quality Assessment

Image quality assessment metrics can be used to determine the amount of distortion generated by

a watermark in an image. These metrics can be full-referenced if the watermarked image needs to

be compared with the original image, or non-referenced if the metric tries to assess the quality of a

watermarked image without any reference to the original one. There are several metrics that can be

measured objectively and automatically evaluated. ln this thesis the Peak Signal-to-Noise Ratio and

Structural Similarity Index are used as metrics. These metrics are detailed in the next sections.

3.3.1 Peak Signal-to-Noise Ratio

Peak Signal-to-Noise Ratio (PSNR) measures the similarity of two images. It defines the relation

between the máximum energy of a signal and the noise that affects expressing this difference in

decibels [84, 85]. Given an 8-bit grayscale image / and a copy of the altered image g, both of size

M x N, the PSNR between / and g is defined in Equation 3.9 and Equation 3.10.

/ 2^52 \

ps™<^> =

101°Hms1m) (39)

1
M N

MSE{f> g) =
TaTñ) ££(/l'

" 9ij)2 (310)
t=l j=l

For MSE (Mean Square Error), the difference between pixels /y and gi}- is consider as an error

that generates image quality loss. As MSE tends to zero, the valué of PSNR approaches to ¡nfinity.

Thus, higher valúes for the PSNR(/,g) indícate higher image quality.

3.3.2 Structural Similarity Index

Structural Similarity Index (SSIM) is a particular implementation of the structural similarity

philosophy [84], and it is considered correlated with the human visual system [86]. For two image
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signáis x and y, the comparison of three components luminance, contrast and structure is necessary.

These components are relatively ¡ndependent because object structures in images neither depend on

¡llumination ñor contrast. The luminance is defined by the function in Equation 3.11 where px is the

standard deviation of x.

'<*■»>-ffi^ (3-")

Then, the closeness of the contrast of the images ¡s measured as shown ¡n Equation 3.12 where

ox is the variance of x.

c(x,y)= ff»
+

C¿ (3.12)

The structure comparison is defined by Equation 3.13 where oxy is the covariance between x and

y-

^y) = -¡rft3r (313)
0X0y + O3

Finally, the three components are combined to get the overall similarity measure expressed

Equation 3.14, where the exponents a, f3 and 7 are positive integers that define the importance

of each component.

SSIM(x, y) = [l(x, y)]a[c(x, y)f[s(x, y)Y (3.14)

3.4 Discrete Cosine Transform

The Discrete Cosine Transform (DCT) expresses a sequence of data points in terms of a sum of

cosine functions oscillating a different frequencies [87]. The DCT is an orthogonal transform that

takes a discrete signal in the space domain and transforms that signal into its discrete frequency

domain representation. It has a strong "energy compaction" that is the ability to pack the energy

of the spatial sequence into as few frequency coefficients as possible. Due to this characteristic,

the DCT is used for lossy compression of multimedia content, and also for inserting watermarks in

the frequency domain of images and audio [60, 88]. There are four types of common DCT types
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in which N are the number of real basis vectors whose components are cosines and j is the j
— th

component of the k — th basis vector. These DCT types are:

• DCT-I: it was ¡ntroduced by Wang and Hunt [89]. It is expressed ¡n Equation 3.15 and it ¡s

its own inverse.

cos(jk-¡^-¡-) divided by \¡2 when k or j is 0 or N — 1 (3-15)

• DCT-II: it was ¡ntroduced by Ahmed et al. [90]. It is considered the most common DCT type

and used for image and video compression. This DCT type is expressed in Equation 3.16.

cos((j + \)kj¡) divided by y/2 when k = 0 (3.16)

• DCT-lll: it is the inverse ofthe DCT-II. This DCT type is expressed in Equation 3.17.

cos(j(k + §)f ) divided by y/2 when j = 0 (3.17)

• DCT-IV: it was ¡ntroduced by Kekre and Solanki [91] and ¡t ¡s used in audio coding algorithms.

This DCT type is expressed in Equation 3.18.

cobíj-Ü + |)(A + !)#) (3-18)

The DCT is used in the solution for tracing users in the proposed system. Currently, software

implementations of Fast DCT algorithms are available [92]. The selected implementation ofthe Fast

DCT for this thesis work is based in the computation of the Fast Fourier Transform (FFT) algorithms,

obtaining the DCT as a special case of the FFT in which a real sequence with even symmetry is

received as input, canceling the sine terms in the FFT leading to a unnormalized non-orthogonal
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DCT. Since the DCT obtained from the FFT is non-orthogonal, it is necessary to normalize the

result of the DCT to retain orthogonality (the result of the scalar product of two vectors are equal

to zero). ln this thesis, orthogonality is a property that is exploited for tracing dishonest users. The

normalized definition of DCT-II for arrays of two dimensions is expressed in Equation 3.19.

Aí-lJV-l

Bpq = apaq^ XI A» eos
7r(2m+ l)p ?r(2n + í)q 0 < p < M - 1

m=0 n=0
2M

eos

2N
0<q<N -1

(3.19)

where:

Oír,

Olq— <

IAM
if p

= 0

otherwise

%/iJv
if q

= 0

2^ otherwise

(3.20)

(3.21)

A is a matrix of size M x N and B is the output matrix with the same dimensions of A. ln this

thesis, the DCT is computed for a matrix because it is applied to image-based digital documents.

3.5 Summary

ln this Chapter, watermarking techniques and their application for digital fingerprinting were

¡ntroduced along with image quality assessment metrics and the Discrete Cosine Transform. These

concepts and techniques are used in the next Chapters dedicated to the related work of security

and user tracing for digital documents, the proposal of the secure management system and its

implementation.
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Related Work on Security and User Tracing for

Digital Documents

This Chapter is dedicated to review proposed solutions in the literature to protect digital documents

and it is divided into two parts. The first one is dedicated to the review of Secure Document

Management Systems (SDMS) and the second is dedicated to review recent papers on user tracing

for digital documents. To the best of the author's knowledge, there is not any publications in the

literature that has previously considered the integration of security information and user tracing in a

SDMS.

4.1 Secure Digital Document Management Systems

ln the 1980s the growth in the capacity of storage media, advances in networking and Internet access

allowed organizations to centralize their information which was accessible to its members through a

45



46 4.1. Secure Digital Document Management Systems

network of computers [10]. Several approaches have been proposed to créate SDMSs.

Casey et al. [1] proposed one ofthe first approaches of SDMS called Secure Automated Document

Delivery System (SADDS). SADDS was developed as a British Library research project, allowing to

search in bibliographic databases, and request digital documents using e-mail protocols. The general

scheme of SADDS is shown in Figure 4.1. Information security services for SADDS are authentication

of users, integrity of digital documents, non-repudiation of client actions, confidentiality of digital

documents and access control. The selected technique to provide information security services

Untrusted

Trusted

Client

l

\ t

/ user /
/ interface /

Trusted

Server

/i

Document

datábase

Figure 4.1: Scheme ofthe Secure Automated Document Delivery System [1].

in SADDS ¡mplements the RSA algorithm, using a Public Key Infrastructure (PKI). The scheme

of SADDS was considered straightforward, cost effective, and provides a high degree of security.

However, a SADDS uses the SMTP protocol to transmit the digital documents via email. This is a

disadvantage in scenarios when new client applications need to be added.

Lioy et al. [2] presented a reusable scheme that provides information security services of integrity,

authentication of sender and receiver, privacy and secure digital document management. This scheme

based on a PKI is shown in Figure 4.2. When an Author uploads a digital document to the server,

he/she is able to define the authorized users that are allowed to decrypt his/her digital documents

using an extended access control list (XACL). When a Reader user r requests a digital document D,

the Document server validates with the XACL if that user is able to get D. If r is able to get D,
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the Document server signs and encrypts D with a symmetric key DK. Then, DK is sent, packaged

in a digital envelope to the Reader user, allowing the Reader user to decrypt the digital document.

The PKI uses the RSA algorithm and the document is encrypted using the 3DES algorithm [93].

~»

Document server
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XACL\.
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^
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Author

Figure 4.2: Document management system scheme proposed by Lioy et al. [2]

One of the main problems reported in the scheme proposed for Lioy et al., is that there are no

mechanisms against attacks of Distribute Denial of Service (DDoS) in which the Document server

can be saturated by requests of an attacker denying to respond legitímate requests. Also, it is

reported that the management of large XACLs becomes a problem since user privileges are set per

each user. One of the main problems reported in the scheme proposed for Lioy et al., is that there

are no mechanisms against attacks of Distribute Denial of Service (DDoS) in which the Document

server can be saturated by requests of an attacker denying to respond legitímate requests. Also, it is

reported that the management of large XACLs becomes a problem since user privileges are set per

each user. One ofthe main problems reported ¡n the scheme proposed for Lioy et al., is that there

are no mechanisms against attacks of Distribute Denial of Service (DDoS) in which the Document

server can be saturated by requests of an attacker denying to respond legitímate requests. Also, it ¡s

reported that the management of large XACLs becomes a problem since user privileges are set per



48 4.1. Secure Digital Document Management Systems

each user. One of the main problems reported in the scheme proposed for Lioy er al., is that there

are no mechanisms against attacks of Distribute Denial of Service (DDoS) in which the Document

server can be saturated by requests of an attacker denying to respond legitímate requests. Also, it is

reported that the management of large XACLs becomes a problem since user privileges are set per

each user. One of the main problems reported ¡n the scheme proposed for Lioy eí al., is that there

are no mechanisms against attacks of Distribute Denial of Service (DDoS) in which the Document

server can be saturated by requests of an attacker denying to respond legitímate requests. Also, it ¡s

reported that the management of large XACLs becomes a problem since user privileges are set per

each user.

Gerasímov [94] suggested that the creation of a SDMS for a state organization can be achieved

with technologies such as firewalls, secure Virtual Private Networks (VPN) and a PKI. Firewalls can

be used to face DDoS attacks by an appropriated configuration. Secure VPNs allow a secure end

to end transmission by encrypting all the traffic transmitted through the network. An advantage

of secure VPNs ¡s that they allow transmittíng sensitive information over Internet in a secure way.

Despite of this advantage, Gerasimov does not provide a mechanism for the secure digital document

storage. Shi and Ouyang [3] also took advantage of PKIs in order to support commercial transactions

by developing a system called eSign to manage digital signatures. The general scheme of eSign is

shown in Figure 4.3. eSign is based on a PKI and allows registering users in an account that

requires their first and last ñame, their certifícate and their private key. Then, at the signing process

when a user u uploads a digital document, eSign signs the digital document with the private key u.

Administrator users can access and valídate any signed digital document while other users can only

access and valídate their own digital documents. All the signing process and signature validation is

performed by eSign. The signing strategy can lead to a security problem, because all the user private

keys are centralized in eSign.

Kwok and Nguyen [95], researchers in the Crypto Group at Microsoft Research, proposed an

SDMS for contracts by considering that different file formats can be used in different stages of the
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Figure 4.3: eSign Architecture proposed by Shi and Ouyang [3].

contract lifecycle. The file formats used in that system are PDF and XML. If the digital documents

are received in any image format, the SDMS is able to convert the digital document to a useful

format for the system with a XML and PDF converter that use an OCR engine. Then the XML

and PDF generator will genérate their corresponding XML and secure PDF contracts using contract

templates, XML schemas, Cascading Style Sheets (CSS), and PDF styles. The XML contract is

used during negotiations. When all the involved parties approved the final XML contract, the XML

and PDF contract generators generates the final secure PDF contract which is digitally signed for all

the participants on its creation. While this is a flexible way to handle contracts, information security

services are provided until the last stage on the contract lifecycle, so in most ofthe contract lifecycle,

contracts are not being protected.

Kamara and Lauter [4] proposed a model for the storage of digital documents in public clouds to

avoid the costs of developing a private cloud for organizations. The scenario of this model considers

that employees of an organization upload digital documents that are available for the partner's

organization. The sequence of steps to upload and download digital documents are:

1. Each Organization employee and Partner employee receives a credential
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2. Organization employees send their digital document to a specific repository

3. The data processor processes and encrypts the documents before sending it to the cloud

4. The Partner employee sends a keyword (such as the ñame ofthe document that request) to a

specific computer in the organization containing the repository of digital documents

5. The computer storing the digital document returns a token

6. The Partner employee sends the token to the cloud

7. The Cloud Provider uses the token to find the appropriate encrypted document and returns it

to the Partner employee

8. At any point in time, Organization 's Data Verifier can verify the integrity of Organization 's

data

This sequence of steps are illustrated in Figure 4.4. The information security services provided

for that model are confidentiality and integrity during the storage of the documents in the cloud.

Whereas that work is focused on cover the inherent risks of storage sensitive documents on a public

cloud, does not cover a document lifecycle. Also, access control is not considered in that model.

Chieu et al. [5] proposed a SDMS for contracts designed as an enterprise web application service.

The core components of that SDMS are the access control component, the task execution engine

responsible for the document lifecycle, an email notificator, a signature engine, an encryption engine,

the document management component responsible for the organization, tracking, and storage of

contract and a document search component. These components and the overall system architecture

are illustrated in Figure 4.5.

The access control component is strongly related with the search component, since in the XML

digital documents the access control information is inserted and then, this information is directly

incorporated into the secure search-index. Each time a user requests the execution of a query,
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Figure 4.4: Model for a Secure Document Management System with cloud storage proposed by
Kamara and Lauter [4]

unauthorized documents for that user will not be considered in the results set. To effectively utilize

the secure search-index to search for authorized documents, a compound query generation mechanism

is also incorporated in the search component to join the user profile information in the search query.

This allows to hide the existence of highly sensitive digital documents protecting the organization's

confidentiality. Hiding the existence of digital documents to unauthorized users is exposed as the

main characteristic of that system, and it is stated that this mechanism makes that system more

secure than those that perform a post-filtering of the result sets. However, this statement is not

supported by any evidence in the paper that presents that work.

Zhao et al. [96] presented a scheme for a SDMS based in three-layer structure and hardware

symmetric encryption. The three-layer software architecture defines the most general components

of the system, which is divided into a presentation layer, a business logic layer and a data access

layer. On the other hand, hardware encryption is the core of security in that scheme, cryptographic

smart cards are used in client termináis, and encryption cards are used in servers to secure the

communication between clients and the server. When users upload or download digital documents,

client subsystems use their cryptographic smart cards to encrypt or decrypt digital documents. ln
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Figure 4.5: Architecture of an enterprise content management system for secure contracts proposed

by Chieu et al. [5]

the same way, when the server distributes digital documents, it uses an encryption card to encrypt

digital documents before they are transmitted.

Odagiri et al. [97] ¡mplemented a system based on Destination Addressing Control System

(DACS) for the distribution of copyrighted documents ¡n schools. That system ¡mplements access

control through VPNs. When users require access to a digital document via HTTP using a Web

browser, the system determines which digital documents are able to be accessed by users using

their IP previously assigned, using Network Address Translation (NAT) to route the request to the

appropriate server. This technique has the advantage of being able to revoke access to the digital

document dynamically.

Bai [98] and Sevenic et al. [99] have proposed the use of the structure of XML documents to

embed access control mechanisms by specifying a language for the definition of privacy policies that

can restrict the actions per user. These solutions need an special software that interprets the XML

files with the embed access control. Henee, that kind of solution must be complemented with other
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type of security information techniques such as digital signatures to provide the integrity service in

order to avoid a direct change or removal of the access control by malicious users.

Munier et al. [17] have proposed another similar approach, which encapsulates a set of security

mechanisms in the digital document that is delivered to the user, so that digital documents are able

to apply the policies associated with the user who manipulates them. These documents are defined as

autonomous files and define their own file format. Furthermore, that scheme allows embed queryable

information in digital documents. Since that work uses a non-common format, its application in a

production environment can be limited when the file format used by an organization can not be

changed.

Adobe [12, 16] provides a solution for a SDMS that is based on a PKI using digital documents in

PDF format. Similar to the Munier work, that SDMS works for digital documents represented in a

format that is defined by the creator ofthe SDMS with the difference that PDF is a wide stablished

format. Most of the information security services provided by adobe are included in the definition of

a PDF standard, allowing the use of access control, the expiration of the digital documents issued

by their applications making them inaccessible after a certain time and to update the documents

avoiding the generation of outdated versions. That work covers general document lifecycles, but

customization is not supported and its implementation could derive in vendor locks, that in a long

term they can be a risk if better solutions would be needed.

A comparative of the reviewed works on SDMSs against the proposed SDMS in this thesis is

provided in Chapter 6 in Table 6.3.

4.2 User Tracing for Digital Documents

While there are several works on user tracing in multimedia content, ¡Ilegal distribution of documents

by traitor users is a problem that recently is becoming relevant for organizations, therefore, user

tracing techniques for digital documents are being incipiently explored.
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Brassil et al. [6] proposed a fingerprinting system based on the word shifting watermarking

technique to protect distribution of documents that are delivered by subscription to a specific user.

That system supports scenarios where the access to digital documents is restricted but their content

is not sensible. That system receives as input a Postscript file and renders a bitmap as output in

which a user fingerprint is inserted as a versión of the digital document. The insertion of the user

fingerprint is shown in Figure 4.6.

Codebook

Postscript
Document Postscript processor

I

Versión 1

Word-shift encoder Render bitmap

Figure 4.6: Scheme ofthe encoder proposed by Brassil et al. in [6].

When a pírate document is found ¡n physical format, it is scanned and processed ¡n order to

reduce any noise that could be ¡ntroduced. Then, the document in digital format is processed by a

decoder that extracts in a non-blinded fashion the document versión x that is the fingerprint. The

detection of the user fingerprint is shown in Figure 4.7.

Image analysis

Codebook

Decoder

I

Versión x

Original Document

Figure 4.7: Scheme ofthe decoder proposed by Brassil et al. in [6].
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Some disadvantages reported on that system are that fingerprints can be easily removed and

malicious users can detect them without having the original digital document because that system is

based in a watermarking scheme for digital documents with well-known vulnerabilities such as word

shifting performed by malicious users[61]. Also, despite of being robust to analogic transformations,

that work does not report resistance to collusion attacks.

Darwish [7] proposed the use of fingerprinting in XML documents based on the Winnowing

algorithm [100]. To genérate a fingerprint, it is necessary to decompose the XML document in m

partitions based on a secret key Ka. Then, the hash valué of each tag in each partition is computed

with a one-way function and the Winnowing algorithm is applied generating the fingerprint by a

subset of the hash codes and a user secret key. White space characters are inserted at the end of

the tags ofthe XML document to insert the fingerprint. When a pírate document is detected, the

pírate XML is splít using Ks allowing to extract the fingerprint and compare it with all the known

user's fingerprint. The process of insertion and detection of fingerprints is shown ¡n Figure 4.8.

Darwish's work is resistant to collusion attacks, however, it is not able to survive to trivial attacks

such as the deletion of all the inserted white spaces that represents the user's fingerprints.

Schick and Ruland [8] proposed the trace of digital documents as a new security service. The

approach of that work consists on combining a digital signature o of a digital document m with

the ID named as Tracking Data (TD) ofthe users that manipúlate a digital document. The digital

document m is encrypted each time it is transmitted. Then, when m is decrypted by a user Uk,

his/her TD is added to the signature as extra data with o. Then, all extra data is signed by Uk

generating a new signature ok that will be appended to m, o and the extra data that represents the

previous user TDs. The process of appending TD to m is shown in Figure 4.9. If a pirate copy of

a digital document is detected, it is possible to traceback all the users that previously manipulates

that document, considering that the last TD belongs to the traitor user. The ¡deas presented in

that work are a recent approximation to the integration of information security services and user

tracing. Schick and Ruland [8] proposed the trace of digital documents as a new security service.
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Figure 4.8: Scheme ofthe encoder and decoder proposed by Darwish in [7].

The approach of that work consists on combining a digital signature cr of a digital document m with

the ID named as Tracking Data (TD) ofthe users that manipúlate a digital document. The digital

document m is encrypted each time it is transmitted. Then, when m is decrypted by a user Uk,

his/her TD is added to the signature as extra data with o. Then, all extra data is signed by Uk

generating a new signature ok that will be appended to m, o and the extra data that represents the

previous user TDs. The process of appending TD to m is shown in Figure 4.9. If a pirate copy of

a digital document is detected, it is possible to traceback all the users that previously manipulates

that document, considering that the last TD belongs to the traitor user. The ideas presented in that

work are a recent approximation to the integration of ¡nformation security services and user tracing.

That work is useful when ¡t is necessary to traceback not only the traitor user, but all the previous

users that distributed the digital document to him/her. However, for that work it was not reported

resistance to collusion.
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Figure 4.9: Accumulation of user IDs that allow tracing back a traitor according to the work of

Schick and Ruland [8].

4.3 Analysis

Most of the reviewed papers for SDMS rely on a PKI to provide information security services

[1, 2, 3, 12, 16, 94], which denotes the effectiveness of PKIs. Other common characteristic of

some of the reviewed works is that a considerable part of them manage the digital documents in

a XML format [5, 95, 99], taking advantage of the capacity of adding nodes without affecting the

structure of the digital documents. However, that approach is not appropriated for this thesis since

the problems addressed in this thesis consider image-based digital documents. The most significant

difference among the reviewed works is the implementation context, since the application scenario is

different in each work, the proposed solutions are also customized. A general solution for a SDMS

is the one proposed by Adobe [12, 16], but even for that work there are scenarios that cannot be

covered such as customized document lifecycles [101].

On the other hand, after a wide review of recent papers on user tracing in the context of digital
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documents, it was found that just a few works have been reported. The works focused on user tracing

in digital documents are based in digital fingerprinting techniques (these techniques were reviewed

in Chapter 2), aiming to provide a solution based on digital fingerprinting. Only the work proposed

for Schick and Ruland [8] reports resistance to collusion attacks. However, the application scenario

considered in that work uses digital documents in XML format, whereas a solution for image-based

digital documents is needed.

Reviewed works do not provide a solution to the problem addressed in this thesis, but it is possible

to retake some ideas of these works for the development of a secure document management system

that allows user tracing.

4.4 Summary

ln this Chapter, the most relevant works focused on provide ¡nformation services through secure

document management systems were reviewed and the first efforts to provide a solution to trace

traitor users that distribute pírate documents. It was determined that reported works have presented

custom solutions according to an specific application scenario, so they are not suited for the problem

addressed in this thesis work. Also, it was found that all the proposed works to trace users in the

context of digital documents are based on fingerprinting, but those solutions are neither robust to

collusion attacks ñor appropriated for the problem scenario in this thesis.

At the moment of developing this thesis work, it was not found in the literature an integral

solution for the ¡Ilegal access of digital documents from unauthorized users and the ¡Ilegal distribution

of documents by authorized but dishonest users. ln Chapter 4 an integral solution to these problems

is proposed.
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Proposed Secure Document Management System

This Chapter describes the Secure Document Management System (SDMS) proposed in this thesis.

The SDMS is composed by two main modules: a module that provides information security services

and a module based on the paradigm of digital fingerprinting that allows the dishonest user tracing.

Both modules incorpórate some ¡deas of related work presented in Chapters 2, 3 and 4. Also, the

integration ofthe Information Security Services Module with the Fingerprinting Module in the SDMS

is described.

5.1 Information Security Services Module

ln the first Chapter of this thesis, it was defined the required information security services for the

stages of Approval and Distribution for a SDMS, these are: authentication, confidentiality and,

integrity. Also, it was defined that during the Storage stage the required services are: confidentiality,

integrity, non-repudiation and access control. The stages and the information security services to be

provided are shown in Figure 5.1, and the user types and their functions are shown in Table 5.1.

59
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Figure 5.1: Selected techniques to provide the required information security services in the proposed
Secure Document Management System

Function/User type Consumer Reviewer Auditor Administrator

SDMS Access • • • •

Access all documents •

Access documents by department • •

Upload document

Encrypt stored document

Download document • •

Decrypt stored document • •

Genérate valid signature

Signature validation •

Register users •

Delete users •

Table 5.1: Relation of user types and functions in the proposed Secure Document Management

System.
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The works reported in the literature reviewed provide ¡nformation security services using similar

techniques, however, the main difference lies in the context of the implementation. Whereas there

are works that have already provided the required information security services, there are not works

suitable for the problem tackled in this thesis, where the main restriction is that digital documents

are digital images. The design of the Information Security Services Module (ISS Module) for the

SDMS is based on several techniques reviewed in Chapter 2.

5.1.1 Proposed Strategy

The SDMS is based on the Encrypted Server-Based Document Management System architecture,

since it brings a simple but secure way to access to the SDMS. Despite of the Cloud Computing

Environment-Based Document Management System could be more flexible, the lifetime of digital

documents is considered for this thesis about two years, so older documents can be stored off-line

in external storage media, and no highly scalable infrastructure would be needed [39]. Also the

Terminal-Based Document Management System was discarded since a more flexible access control

than MAC is needed in an implementation scenario. Finally, Hardware-Based Encryption Document

Management System was discarded to avoid vendor locks.

5.1.1.1 Proposed Strategy for Secure Transmission ofDigital Documents

The identity of sender and receiver is validated using a mutual authentication mechanism to provide

the authentication service, when a digital document is uploaded and downloaded. The confidentiality

service between the sender and the receiver will be provided by the implementation of a digital

envelope, in order to take advantage of fast encryption in SCK used in this work for bulk encryption

of digital documents. By means ofthe digital envelope, the symmetric key used by the SCK algorithm

is securely distributed, encrypting it using an ACK algorithm. Integrity of digital documents is ensured

by validating a digital signature. When Reviewer user uploads a digital document to the SDMS, the

ISS Module will valídate the digital signature of that user on the uploaded digital document. When
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a Consumer user downloads a digital document, the ISS Module will valídate the digital signature of

the downloaded digital document.

5.1.1.2 Proposed Strategy for Secure Storage of Digital Documents

The ISS Module will encrypt the stored digital documents preventing unauthorized access to them. If

an unauthorized user tries to obtain a digital document directly from a Digital Document Repository

(DDR), he/she would not be able to access its content. The ISS Module would be responsible for

encrypting and decrypting the digital documents using a pre-defined secret key. Digital documents

uploaded to the SDMS must be encrypted and stored with the signature of the Reviewer user that

uploaded them. Based on the nature ofthe documents stored in the DDR
, updates are not required

after they are stored. ln case of a correction in the physical document, the related stored digital

document must be deleted in the SDMS by an Administrator user, and the new one will be loaded

as a new digital document. Since the signature of Reviewer user that uploaded a digital document

is stored in the DDR, an Auditor user is able to valídate that signature, avoiding that the Reviewer

users deny they approved that digital document. That user is the only one with read and write

privileges in the location where the encrypted digital documents are stored.

5.1.2 Access Control

Access control mechanisms based on RBAC ensure that users perform only allowed actions to them

(see Table 5.1) and also that the DDR is only accessed by the SDMS through the ISS Module. The

RBAC Mechanism is applied per module allowing them to be self-contained in an object oriented

fashion. The access to the DDR will be protected by a Mandatory Access Control (MAC) where the

SDMS is executed by a user that is defined in the execution infrastructure.
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5.1.3 Public Key Infrastructure

PKI is required in this work for implementing the ACK algorithms used in the digital envelope

and digital signature schemes. The proposed topology of the SDMS is shown in Figure 5.2. The

SDMS will be deployed in a Local Área Network (LAN), and its main components are an encryption

server in which the SDMS will be deployed, a Digital Document Repository (DDR) stores the digital

documents, a Certification Authority (CA) that will genérate the digital certificates and also will take

the role of a Registration Authority (RA), and the clients ofthe system that will be users in the roles

of Consumer, Reviewers, Auditors and Administrators.

Topology

Digital Documents

Repository (DDR)

Local Ama Network

Secura DocumentManagement

System serve r_

Certifícation and

Registration
Autfiorny
(CA and RA)

Reviewer User

Figure 5.2: Topology for the proposed Secure Digital Document Management System.
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5.1.3.1 Digital Certifícate Generation

The digital certifícate generation occurs when the Administrator user registers a new user. The new

users will be responsible of the generation of their private and public keys that will be provided to an

Administrator user along with contact data for the generation of the certifícate for the new user. A

user U generates its public key UPU and private key UPr that are sent to the Administrator user A,

that access CA for the generation of C validating that the owner of those keys has the proper rights

in the system through a RBAC mechanism. When C is generated, it is signed by the CA and stored

in a certificate repository. Finally, C is sent to U which validates the CA signature in C to conclude

successfully the certificate generation. The certificate generation process is graphically described in

Figure 5.3.

5.1.3.2 Certificates Revocation

The certificate of a user could be revoked only by an Administrator user. However, the certificate

revocation is not done arbitrarily, but when the user is logically deleted. The certificates will not

be deleted, but they will remain stored in order to valídate signatures of Reviewer users that do not

belong to the organization anymore.

5.1.3.3 User Authentication

The method for user authentication in the system is carried out by mutual authentication. Each

time a user requests an action to the SDMS, his/her identity and the server identity will be validated

through the ISS Module.

5.1.4 Secure Digital Documents Approval

During the Approval stage of the document lifecycle, a Reviewer user signs an approved digital

document. Then, the digital document and its signature are encrypted with a secret random key, that
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Figure 5.3: Digital Certificate generation process.

is packaged in a digital envelope for the SDMS. The digital document, the signature and the digital

envelope are uploaded to the SDMS that validates the user permissions using a RBAC mechanism.

After that, the digital envelope is opened and with the extracted secret key, the digital document and

the signature are decrypted. The digital document in clear and the signature are encrypted using a

secret key that belongs to the ISS Module, and both are stored in a digital document repository, that

is accessed by the ISS Module through the MAC mechanism validating the rights of the SDMS to

write in the repository. The process ofthe secure Approval, with all the cryptographic key involved,
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are shown in the sequence diagram in Figure 5.4.

5.1.5 Secure Digital Documents Storage

When a user requests to store a digital document, that digital document is encrypted, and when

the document is retrieved, it is decrypted. Both actions requested by the user are validated by a

RBAC mechanism. For the case of signature validation, an Auditor is able to request the signature

validation of a Reviewer over a digital document. ln order to do this, the ISS Module gets the digital

document along with its related signature from the digital document repository and decrypt them.

Then, the signature is validated and the validation result is encrypted using a secret random key

that is packaged in a digital envelope for the Auditor. The encrypted validation result is signed by

the SDMS and sent to the Auditor along with the digital envelope. Finally, the Auditor validates the

SDMS signature and extracts the secret key from the digital envelope allowing to obtain the result

validation in clear. The process ofthe signature validation of digital documents in the SMDS, with

all the cryptographic key involved, is graphically shown in the sequence diagram in Figure 5.5.

5.1.6 Secure Digital Documents Distribution

When a user requests a digital document, that action is validated by a RBAC mechanism. Then, the

encrypted digital document is obtained from the digital document repository and it is decrypted with

the secret key of the SDMS. After that, the digital document is encrypted using a secret random

key, and the the digital document is signed by the SDMS. The secret random key is packaged in a

digital envelope for the user, and the digital document along with the digital envelope are sent to

the user which validates the SDMS signature. Then, the digital envelope is opened and with the

extracted secret random key and the digital document is decrypted. The process ofthe secure digital

document distribution, with all the cryptographic key involved, is graphically shown in the sequence

diagram in Figure 5.6.
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5.1.7 Selection of Cryptographic Algorithms

Three cryptographic algorithms were selected for implementation of the ISS Module based on their

characteristics, presented in Chapter 2. These algorithms are:

• Hash algorithm: Since SHA algorithms have proved to be more robust and are stablished as

a standard, these hash algorithm family is chosen for the integrity security service of the ISS

Module.

• Symmetric Key Cryptographic algorithm: Due to AES is the current standard of the

NIST and there are no successful attacks to break it, this algorithm was selected to provide

the security information service of confidentiality in the ISS Module.

• Asymmetric Key Cryptographic algorithm: Due to AES is the current standard of the

NIST and there are no successful attacks to break it, this algorithm was selected to provide

the security information service of confidentiality in the ISS Module.

Having defined AES as the SKC algorithm, RSA as the AKC algorithm and SHA as hash function,

the length of the keys in those algorithms must be defined. A SDMS is a system to be used for

long terms, and during that time, the system must be secure. The key lengths define the resistance

of cryptographic algorithms to attacks and they are stablished estimating the period of time the

system must protect the digital documents. For the implementation of the SDMS in this work, the

period of time for documents protection is 30 years. Estimating the key length according to the

NIST [102], the key length for SKC algorithms must be at least 112 bits. Considering that AES as

a mínimum key length of 128 bits, this will be the mínimum key length used for this algorithm. For

RSA algorithm, NIST recommends to use a key length of 2048 bits as mínimum so that size is used

in the proposed ISS Module.
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5.1.8 Implementation

The ISS Module was ¡mplemented as a Web application. It was coded in Java language in a desktop

computer with Ubuntu 12.10 as operative system, an Intel Core ¡5 processor at 2.7GHz and 4GB

RAM, mounted in an Apache Tomcat server versión 7.0.42. The functionality ofthe PKI defined in

Chapter 5.1.3 for the ISS Module was implemented by the key and certificate management utility of

Oracle Keytool [103].

5.1.8.1 Cryptographic Object Storage

Users can access to the SDMS through a Web browser, in which the certificate approved by the

CA must be ¡mported along with the private key in a file with a PKCS#12 format [104], which is

a standard format proposed by the RSA laboratories to store cryptographic objects. The PKCS#12

file is required to support mutual authentication configured in the Apache Tomcat server. The

SDMS can not be accessed if the user certificate is not registered in the browser. ln the server side,

the certificate repository was created using a file with JKS format [103], instead ofthe PKCS#12

because JKS is the format allowed by the Apache Tomcat Server and proposed by Oracle.

5.1.8.2 Secure Sockets Layer

ln order to implement the selected techniques in Chapter 5.1.4 and Chapter 5.1.6 for the secure

transmission of the digital documents from users to the SDMS and viceversa, the Secure Sockets

Layer (SSL) protocol was configured in the Apache Tomcat server. Different from digital envelope

implementations, SSL uses a key exchange sharing a secret key at the beginning ofthe communication

(in this case using RSA) instead in each message. Despite of this implementation differs with the

design, security services are still provided. The SSL protocol was configured in the server to establish

a secure channel using RSA, AES, and SHA-2, as defined in the design of the ISS Module. Figure

5.7 shows a high view of the interaction of the users and the SDMS and the components involved.
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Figure 5.7: Upload and download scheme of the SDMS implementation.

5.1.8.3 Software Components

When a Reviewer uploads a digital document, a file with its signature is uploaded too. A desktop

application was developed to sign digital documents. The application receives as input the PKCS#12

file of the Reviwer, the username, password and the digital document to be signed. Then the

application is able to genérate the digital document signature.

For the secure storage of digital documents and their signatures, the authenticity of the digital

document is revalidated as part of fine-grained security mechanisms in the SDMS. Then, the User

Module is loaded for the authenticated user, with the settings related to its type (Consumer,

Reviewer, Auditor or Administrator). These settings are username, department, and the location

of the repository that can be accessed by the user. Then, functionality of the Encryption and

Signature Modules can be invoked by the authenticated user, and both modules perform RBAC

validation. The Encryption and Signature Modules use AES, RSA and SHA-2 algorithms, which

were provided by the javax.crypto package. The SDMS is executed by a user that has the proper

rights to access the encrypted repository of digital documents. The high level view of the SDMS

and the submodules that compose the ISS Module is shown in Figure 5.8. The way the submodules

are related was inspired in the general architecture of the SDMS proposed by Chieu, et al. in [5].
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Figure 5.8: Model of the software implementation in the SDMS server with the submodules of the

Information Security Service Module.

5.2 Fingerprinting Module

After the review of the related works for user tracing, it was found that all the works reported

to provide this service are based on fingerprinting. However, all these works have well-known

vulnerabilities, that make them inadequate to be implemented as the solution for the problem of

distribution of pirate documents by traitor users. Although, other fingerprinting techniques can

be used to solve this problem. An important criteria to select the fingerprinting technique for the
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Fingerprinting Module is the resistance to collusion, because this characteristic allows to determine

the identity of traitor users involved in the creation of the pírate document. ln the next sections, a

fingerprinting technique is selected for the Fingerprinting Module.

5.2.1 Fingerprinting Technique Selection

Different watermarking insertion techniques that can be used for fingerprinting of digital documents

have been proposed (see Chapter 3). These techniques can be syntactic techniques, semantic

techniques and image based techniques [61, 105]. ln this work digital documents are represented

as images, therefore, image based techniques are chosen as basis to develop the Fingerprinting

Module. However, reported watermarking techniques for image-based digital documents are not

robust to collusion attacks, so watermarking techniques for multimedia, in particular for digital

images are explored. Due to the robustness to collusion attacks and furthermore the reduction of

computational time detecting colluders, the scheme proposed by Kuribayashi was selected to be the

basis of the Fingerprinting Module developed in this thesis. This scheme groups users by región,

social circumstances or another characteristic can be used for this purpose. ln the scenario addressed

in this thesis work, users are already segmented by department, henee, this scheme not only meets the

objectives stablished for this thesis, but the user grouping occurs naturally. The following Sections

describe the generation, insertion and detection of fingerprints of the selected scheme.

5.2.2 Fingerprint Generation

The user's fingerprint is composed of a SS sequence that identifies the user and another sequence

that identifies his group membership. These sequences are based on direct sequence's SS, which is

generated by a pseudo-random sequence PN that modulates a carrier signal. The SS sequence for a

group i is generated from a vector V of length L with all entries to 0 adding an amount of energy 0g

to the entry at position i. Subsequently, the inverse DCT (IDCT) is applied to V to obtain the z-th
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basis function of the DCT. Finally, V is modulated by a PN sequence generated from a secret key

s, which provides security to the scheme because only the one who knows the key is able to detect

groups. The SS sequence W, that is generated for the ¿-th group is represented by the Equation

5.1. Each component in the spread spectrum sequence for the group ID can be assigned to a group;

therefore, the total amount of groups supported is L.

Wi = PN(s)®IDCT(i,j8,) (5.1)

Generation of sequence Wj from a user j belonging to a group i is performed similar to the

sequence W| of the group, with the difference that the PN seed is given by the group ID. The

sequence assigned to the j-th user is represented by the Equation 5.2.

Wj = PH(\)®\DCT(j,p\) (5.2)

With the SS sequences of user and its group, the user fingerprint is generated as defined in

Equation 5.3.

Wíj = PN(i) ® IDCTfj, p\) + PN(s) ® IDCT{», 0g) (5.3)

The resulting energy of the fingerprint is represented by /32 = /32 + fi\. By using the group ID as

the seed of the PN, a link is stablished between the group and the user. As the number of groups

and users per group is L, the total amount of users supported is L2.

5.2.3 Fingerprint Insertion

The following steps describe the fingerprint insertion method and are graphically shown in Figure

5.9:

1. Genérate a user fingerprint Wq as described in Equation 5.3.
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2. Transform the input image into the frequency domain using the DCT function.

3. Select L coefficients of the low and middle frequencies from a position Pw. The selected

coefficients are denoted as:

V = {v0,v1,...,vL_1} (5.4)

4. Insert the fingerprint additively in the extracted coefficients:

V = V + W,íj (5.5)

5. Transform the image to the spacial domain using the I DCT function in order to get the

fingerprinted image.

Secret key s
v, PN Generators

h j
1

\
^>

/-th OCT basis

function¿>

~-w PN GeneratorP

K Ni
1

i •v, /-th DCT basis

functionJ»

Original digital
document
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9
IDCT

V

Fingerprinted
digital document

Figure 5.9: Diagram of fingerprint insertion method for the proposed fingerprinting module.
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5.2.4 Fingerprint Detection

The following steps describe the detection of the user's fingerprint in an illicit copy of an image

representing a digital document and are illustrated in Figure 5.10:

1. Transform the illicit copy into the frequency domain using the DCT function.

2. Select L coefficients of the low and middle frequencies from the position Pw. The selected

coefficients are denoted as:

V = {v0,vi,...,vL_1} (5.6)

3. Detect the group ID:

(a) Genérate PN using the secret key s.

(b) Use the DCT function to extract the detection sequence dg:

dg = DCT(PN(s) ® (V -

V)) (5.7)

(c) Calcúlate the variance o2 of dg considering the probability distribution and determine the

threshold Tg from a given false-positive denoted as Peg:

Tg = v/2^erfc-1(2Pes) (5.8)

where erfc_1(-) stands for the inverse complementary error function defined in Equation

5.9 and o2 is computed as shown in Equation 5.10.

2 f°°

erfc(x) = — / e~t2dt (5.9)
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°l =
-

£ (4*-4)2 (51°)

dg.kG.Dg

(d) If dg in the input k exceeds the threshold Tg, it is determined whether k is the group ID.

4. Detect the user ID:

(a) Genérate a PN using the ID k of the detected group.

(b) Use the DCT function to extract the detection sequence du:

du = DCT(PN(A:) ® (V
-

V)) (5.11)

(c) Calcúlate the variance o\ of du in a similar way as in Equation 5.10, considering the

probability distribution and determine the threshold Tu from a given false positive denoted

as Peu:

Tu = ^2erfc-1(2Pe„) (5.12)

(d) If du in the input h exceeds the threshold Tu, it is determined that h is the user ID.

5.2.5 Software Implementation

The Fingerprinting Module was implemented in C++ language using the GCC compiler versión 4.2.1

with Ubuntu 12.10 OS as operative system, an Intel Core ¡5 processor at 2.7GHz and 4 GB RAM.

To perform the DCT and IDCT transforms the FFTW library versión 3.3.3 was used [92]. ln order

to read and write images two libraries were used: libtiff versión 3.6.1 [106] for TIFF images and

jpeglib versión 8.0 [107] for JPEG images. Finally the IQA library versión 1.1.2 was used to compute
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Figure 5.10: Diagram of fingerprint detection method for the proposed Fingerprinting Module.

the PSNR and SSIM Index values[108]. The Fingerprinting Module is able to read and write digital

documents in JPEG and TIFF format.

5.3 Integration

This section describes the integration of the ISS and Fingerprinting Module to créate the SDMS

system proposed in this thesis.

5.3.1 General System

The integration of the ISS Module and the Fingerprinting Module required to adapt the model of

the software implementation illustrated in Figure 5.8. Due to the secure document transmission is

¡ndependent ofthe insertion and detection of fingerprints, no adjustments were needed in this part.
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Figure 5.11: High level view of the SDMS server integrating Information Security Services and User

Tracing.

The adjustments were made in the server side of the SDMS to intégrate the Fingerprinting Module

with the ISS submodules as it is illustrated in Figure 5.11. Only authorized users can invoke the

Fingerprinting Module and the insertion and detection of fingerprints can be only invoked for certain

users passing through a RBAC mechanism. The Encryption Module provides to the Fingerprinted

Module digital documents in clear and then encrypts them again before sending them to the final

users.
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Figure 5.12: Certificate - User ID mapping process.

5.3.2 User Identity

The most important consideration for the integration is that the user identity must be preserved

between modules, that is: an authorized user in the ISS Module must have a representation in the

Fingerprinting Module, and viceversa, ln the ISS Module, a user is identified by means of its digital

certificate, whereas in the Fingerprinting Module identification is by means of a user ID. Because

each module has a different way to represent the user identity, it is necessary a component that maps

the user identity between the ISS and Fingerprinting modules. Also, it is necessary to define the user

groups of the Fingerprinting Module. Since no digital documents are shared among Departments in

the SDMS, Departments are the best option to be mapped to user groups.

The mapping component requires a persistence mechanism to store the identity mappings. Two

repositories were defined: one for user mapping and another for group definition. This mechanism

must be protected from access of unauthorized users. If the persistence mechanism is destroyed

or altered by malicious users, it will not be possible to insert fingerprints or detect them anymore.

Therefore, this is the most critical component of the integration. Similar to the Digital Document

Repository access, a MAC validation will be performed each time the mapping mechanism is invoked.

The registration of a new mapping will be performed when a certificate is approved and a new

user is added. A new user ID will be generated per certificate and the generated user ID will belong

to an área defined by the certificate data. The mapping process is illustrated in Figure 5.12.
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Figure 5.13: Secure Fingerprint Insertion process.

5.3.3 Secure Fingerprint Insertion

The fingerprint insertion must be done each time an authorized user U requests a digital document

D to the SDMS in the process shown in Figure 5.6. Once the ISS Module obtains and decrypts a

D copy from the DDR, the fingerprint of U will be inserted in D. Then, the downloading process of

the fingerprinted document D will continué.

Since the Fingerprinting Module requires digital document in clear to perform the insertion,

information security services are required during the insertion operation ofthe Fingerprinting Module.

The digital document in clear is stored temporarily in the DDR protected by MAC. Once the

Fingerprinting Module gets the content of the digital document, the document is deleted. ln the

same way, when the Fingerprinting Module generates a fingerprinted document, the content of that

document is accessed by the ISS Module and deleted. The secure fingerprint insertion is shown in

Figure 5.13.

5.3.4 Secure Fingerprint Detection

Only Administrator users are able to perform the detection of fingerprints in the Fingerprinting

Module. Detection of fingerprints requires two digital documents: the original digital document in

clear and its fingerprinted pírate copy. Since original digital documents stored are encrypted, the ISS

Module performsthe decryption ofthe original digital document and provides it to the Fingerprinting
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Module. Once the detection of fingerprints has finished, a file with user and groups IDs detected is

provided to the Mapping component, which reveáis the identity ofthe traitor users by querying the

Certificate Repository. After the ISS Module accesses the generated results file, the file is deleted.

This process is graphically shown in Figures 5.14 and 5.15.

ln the Fingerprinting Module, just the group that have access to the digital document will be

considered as suspicious, and only the ID's assigned to each user in that group will be searched in

the fingerprinted pirate copy.
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5.4 Summary

This Chapter described the proposed SDMS and its two main modules: an ISS Module to provide

information security services to digital documents during the Approval, Storage and Distribution

stages of the lifecycle of digital documents, and a Fingerprinting Module to trace traitor users

that distribute pírate documents. The ISS Module was designed to avoid that unauthorized users

access to digital documents and the Fingerprinting Modules was designed to trace users from pirate

document copies and furthermore to genérate fingerprinted documents robust to collusion attacks.

The integration ofthe ISS and the Fingerprinting module was designed taking into account the need

to preserve the identity of the user between modules. This is needed because identity of users is

expressed by different means in each module. The implementation results and evaluation of the

integrated systems SDMS is presented in the next Chapter.



Results ofthe Proposed Secure Document

Management System

This Chapter presents the Implementation results ofthe Information Security Services Module (ISS

Module), the Fingerprinting Module, and the integration of these two modules in a Secure Document

Management System. Results of experimentation are provided showing that the proposed SDMS

can be implemented in a production environment.

6.1 Information Security Services Module

With the purpose of valídate the correctness of the ISS Module, the operations an performance of

this module were validated and evaluated.

85
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6.1.1 Validation

The sequences of approval, distribution and signature validation of digital documents presented in

Sections 5.1.4, 5.1.5 and 5.1.6 of Chapter 5 were validated by testing the possible execution paths

obtaining successful results ¡n each case. Furthermore, unit tests on the Signature Module and the

Encryption Module were performed to valídate that the result of each function was the expected for

a set of given entries. The unit testing results are shown ¡n Table 6.1.

User actions Result

Signature validation by an Auditor user over digital document in Department A Successful

Decryption of Digital documents in Department A by a Consumer user of Department
B

Successful

Encryption of digital documents in Department A by a Reviewer user of department
A

Successful

Access to digital documents in Department A by a Consumer user of department B Denied

Encryption of digital documents in Department A by a Reviewer user of department
B

Denied

Encryption of digital documents in Department A by a user of department A without

privileges

Denied

Access to digital documents by a user without a digital certificate (no authenticated) Denied

Signature validation of digital documents in Department A by a user of department
A without privileges

Denied

Signature validation of corrupted digital documents Failed

Signature validation of digital documents with corrupted signatures Failed

Table 6.1: Tests performed for validation ofthe Encryption and Signature modules.

Also, browsers were enabled to establish a secure channel between the server and the users by

using the SSL protocol and mutual authentication during the Approval and Distribution stages of

the document lifecycle.

With the validation of the execution paths and the encryption and signature modules, the ISS

Module proved that it provides the required security services required for the system developed in

this thesis. Then, a performance evaluation was carried out to determine if the ISS Module was able

to be ¡mplemented in a production environment.
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6.1.2 Performance Evaluation

The most time consuming tasks in the ISS Module are those related to the encryption and decryption

of digital documents, along with the read and write operations. The execution time of these functions

must be feasible in a production environment. To determine if that is acheived, performance of

encryption and decryption were evaluated over 30 digital documents with similar characteristics that

are defined in Table 6.2, in a desktop computer with Ubuntu 12.10 OS, with a processor Intel

Core ¡5 CPU at 2.7GHz and 4 GB RAM. This evaluation considered the server operations and the

transmission of digital documents.

Characteristic Valué

Format JPEG

Width (Px) 1900

Height (Px) 2700

Size (MB) 1.1

Number of pages 1

Table 6.2: Characteristics of digital documents used to evalúate the Information Security Service

Module.

6.1.2.1 Digital Documents Server Operations

Encryption time was obtained along with the timing of write operations since these tasks are

performed always together (see Figure 5.4 in Chapter 5). It was found that the average execution time

of these tasks is 924.93ms. ln the same way, decryption time was obtained along with the timing of

read operation (see Figure 5.6 in Chapter 5) resulting an average execution time of 918.Oms. Similar

results were found for the encryption and decryption of the digital document's signature. Regarding

the timing for signature verification, that timing ¡nvolves two decryption operations, one for the

digital document and another for decrypting its associated digital signature. This way, signature

verification of digital documents is more time consuming, requiring 2015.97ms in average. However,

if decryption is not considered, signature verification requires 179.97ms in average.
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6.1.2.2 Digital Documents Transmission

When the digital document is transmitted from the server to the client, the operations of

encryption and decryption are performed by the SSL protocol.The transmission time was obtained by

downloading the digital documents using the browser Firefox versión 24.01 with the Firebug plugin2

that computes the download time. The digital documents were downloaded from the server in which

the system was implemented to the same server in order to avoid networking delays. Since the SSL

protocol was considered as a black box, encryption in the server side, decryption in the client side

and operations of the protocol were evaluated all together. The average time of all these operations

performed during the transmission of digital documents is 231.32ms.

6.1.3 Comparison

Previous works in the literature (see Chapter 3) have considered the provisión of most ofthe security

services required by a SDMS. These works are compared against the SDMS developed in this thesis

work in Table 6.3, in which the information security services of each work are shown along with their

maintainability that is considered as the capacity of a SDMS to be enhanced by a user.

For the scenario addressed in this thesis, the works proposed in [1], [2], [3], [99] and [98] do not

protect the digital documents in an adequate way when they are stored in the Storage stage due to

integrity, confidentiality and nonrepudiation are not provided. The work presented in [96] and [95] are

oriented to face two specific scenarios: contact management and hardware encryption respectively.

These works present a lack of information security services required for the problematic presented

in this thesis. Other similar cases occur with the works presented in [97], [17] and [4]. On the

other hand, the work proposed by Adobe [16] provides all the required information security services

during the distribution and storage of digital documents. However, the security mechanisms proposed

in [16] cannot be modified to implement new schemes for confidentiality, integrity, etc, therefore,

1https://www.mozilla.org/en-US/firefox/24.0
2https://addons.mozilla.org/es/firefox/addon/firebug
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Work Transmission Storage Maintainable

C 1 A C 1 X N

Casey et al. [1] • • • •

Lioy et al. [2] • • • •

Gerasimov [94] • •

Shi and Ouyang [3] •

Bai [98] •

Odagiri et al. [97] • • • • •

Zhao et al. [96] • • •

Kwok and Nguyen [95] • •

Munier et al. [17] • • • • •

Kamara and Lauter [4] • • • •

Adobe [16] • • • • •

Chieu et al. [5] • • • • • •

Proposed work • • • • • •

Table 6.3: Comparison of the proposed Information Security Services Module against representative
works in the literature. Information Security Services: Confidentiality (C), Integrity (I), Authenticity

(A), Access control (X), and Non-Repudiation (N).

security updates depend on the vendor. ln contrast with the Adobe solution, our proposal isolates

the implementation of security mechanisms in submodules that can be modified without affecting

Other submodules, for example, a new Encryption Module implementation can be achieved without

affecting the Signature Module. Another work that provides all the required information security

services is the one presented by Chieu et al. [5]. However, that work was designed with several

modules to support the document lifecycle of contracts and security modules adapted to contract

management process. Despite of the general architecture of the work presented in [5] it cannot be

fully reused since it considers modules for contracts lifecycle, some ideas of that work were taken

for the organization of submodules in this thesis work, as mentioned in the software implementation

section of the ISS Module.
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6.2 Fingerprinting Module

Perceptual transparency and resistance to collusion attacks are properties that must be ensured

for the Fingerprinting Module, as it was indicated in Chapter 3. The next sections describe the

performed experiments to determine the valúes of PSNR and SSIM Index metrics in fingerprinted

digital documents to achieve perceptual transparency. Then, the best configuration of parameters

for the robustness factor of user (/?„), robustness factor of group (/3g), fingerprint length (L) and

insertion position (Pw) are identified for the máximum number of colluder detection for lossless and

lossy digital documents.

6.2.1 Perceptual Transparency

Perceptual transparency must be satisfied by the Fingerprinting Module to allow retrieving information

of digital documents.To achieve this property, adequate valúes of ¡3U, @g, L and Pw were determined

through experimentation using as input a set of 1000 digital documents3 with similar characteristics

that are defined in Table 6.4. Statistical significance is achieved for this sample size as random í-tests

results (for significance level equal to 0.05) showed a p-value about 9.9514 x IO-209 for the biggest.

Characteristic Valué

Format JPEG

Width (Px) 1900

Height (Px) 2700

Size (MB) 1.1

Number of pages 1

Table 6.4: Characteristics of digital documents used to evalúate the Fingerprinting Module.

3These documents were obtained from Biblioteca Digital del Ateneo de Madrid http://goo.gl/Elo06.
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6.2.1.1 Sets of Parameters Evaluation

Valúes of /3U, fig, L and Pw were combined as defined in Table 6.5 to genérate fingerprints that were

inserted in the set of 1000 digital documents. Parameter's range was set to genérate from highly

transparent fingerprinted documents to totally distorted fingerprinted documents. The perceptual

transparency was evaluated using the PSNR and SSIM Index metrics.

Parameter Initial valué Increment Máximum valué

P\ 50,000 50,000 1,200,000

Pg 50,000 50,000 1,200,000

L 50,000 50,000 1,200,000

p1
W 1/6 1/6 5/6

Table 6.5: Configuration parameters for fingerprint insertion.

The insertion position Pw showed a mínimum impact on the perceptual transparency. When

varying Pw while fixing the máximum valúes of /3g, 0U and L, the PSNR valúes vary less than one

decibel, and only a few tens for SSIM Index. These variations are shown in Figures 6.1 and 6.2.

The decreasing ofthe SSIM Index and PSNR in the máximum valué of Pw can be attributed to the

contrast between the background and characters in the digital document, generating abrupt color

changes that ¡ncrease the energy in the high frequencies región. Therefore, altering the valúes in

this región can lead to characters distortion. The little variation of SSIM Index and PSNR valúes

is attributed to the generated distortion that is allocated near to the characters, but the uniform

background of the digital document mitigates the distortion. ln a similar way, the parameter L also

was not a relevant factor introducing distortion to the digital document.

The valúes of (3g and p\ were identified as the most important due to they affect directly the

perceptual transparency. Figures 6.4 and 6.3 show the impact of varying these parameters with the

máximum valúes of Pw and L. PSNR and SSIM Index valúes present a similar behavior when (3g

and Pu vary, so for digital documents, the valúes of SSIM Index can be estimated from the valúes of

PSNR and viceversa. This is consistent with the findings of Hore and Ziou [84].
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Figure 6.1: Distortion (PSNR) generated in digital documents due to fingerprint insertion varying
the insertion position (Pw), with fixed valúes of robustness factor assigned to users (/3„), groups(/3s)
and fingerprint length (L). Low PSNR valúes implies high distortion.
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Figure 6.2: Similarity (SSIM Index) between an original document and its fingerprinted copy varying
the insertion position (Pw) with fixed valúes of the robustness factor assigned to users (/3U),
groups(/3s) and fingerprint length (L). High SSIM Index valúes implies a high similarity.
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Figure 6.3: Distortion (PSNR) generated in digital documents due to fingerprint insertion varying the

robustness factor for users (/?„) and groups(/39), with fingerprint length (L) and insertion position

(Pw) fixed.

The lost of quality in the digital documents with the reduction of the PSNR and SSIM Index

valúes are shown in Figures 6.5a, 6.5b, 6.5c, 6.5d, 6.5e and 6.5f. For the characteristic of perceptual

transparency, the valúes of 0g and /?u are ¡nterchangeables, due to distortions are given by the total

energy that is defined by Equation 5.3 during the design of the Fingerprinting Module.

Under a subjective assessment, fingerprinted documents with PSNR = 30dB and SSIM Index =

0.996 are easily readable and distortion cannot be perceived. The PSNR valué is consistent with the

distortion tolerated for natural images reported in previous works [109, 110]. It is possible to reduce

even more the PSNR and SSIM Index valúes since it is considered that perceptual transparency of

fingerprints in digital documents is achieved if the documents are legibles. However, mínimum valúes

of PSNR and SSIM Index have not been reported. Henee, these valúes are determined in this thesis

work. Reducing the PSNR and SSIM Index valúes will allow to ¡ncrease the robustness factors Bu

and B„.
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Figure 6.4: Similarity (SSIM Index) between an original document and its fingerprinted copy varying

the robustness factor for users (/3U) and groups(/35), with fingerprint length (L) and insertion position

(Pw) fixed.

6.2.1.2 Inquest Evaluation

To valídate the PSNR and SSIM Index valúes that meet perceptual transparency for digital

documents, an inquest was applied to 100 respondents. The inquest consisted in the evaluation

of digital documents with a PSNR valué in a range of 4dB to 30dB. The possible answers available

for the respondents were the following:

1. I do not perceive distortion in the digital document.

2. I perceive distortion in the digital document but the text is easily readable.

3. I perceive distortion in the digital document and the text is hardly readable.

4. The digital document is not readable.

The results of the inquest are shown in Table 6.6 and plotted in Figure 6.6 showing the change

in the perception of the respondents while the PSNR of digital documents decreases. Most of the
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Metrics Type of answer

Distortion

(PSNR)

Similarity

(SSIM Index)

#1 #2 #3 #4

30.28dB 0.996 52 41 7 0

28.11dB 0.991 15 69 16 0

26.03dB 0.989 14 74 12 0

24.21dB 0.978 47 45 3 5

22.16dB 0.975 43 55 1 1

20.16dB 0.953 21 64 13 2

18.08dB 0.933 21 58 16 5

16.68dB 0.922 7 79 13 1

14.21dB 0.877 12 73 13 2

12.32dB 0.857 4 55 39 2

10.88dB 0.783 0 36 62 2

8.85dB 0.669 4 7 61 28

6 .OOdB 0.500 4 6 34 56

4.54dB 0.347 2 6 13 79

Table 6.6: Inquest results of perceptual transparency of fingerprinted digital documents at different

levéis of distortion (PSNR) and similarity (SSIM Index).

respondents considered that fingerprinted documents with PSNR valúes greater than 14dB and SSIM

Index greater than 0.887 are legibles, otherwise those documents were considered as nonlegibles.

Therefore, configurations of Pu, /3g, L and Pw that genérate fingerprinted documents with PSNR

and SSIM Index equal to or greater than these valúes satisfy perceptual transparency.

6.2.2 Collusion Resistance

Having identified that a PSNR valué of 14dB and a SSIM Index of 0.887 achieve perceptual

transparency, it is possible to select configurations of ¡3U, pg, L and Pw (see Table 6.5) that

genérate fingerprinted documents that meet perceptual transparency. Configurations that genérate

fingerprinted documents with a PSNR valué of 16dB were selected. The selected valúes of parameters

of pu, Pg and L are shown in Table 6.7. Since the best valué for Pw is the lower one (1/6), this

valué is selected as the most appropriated and is fixed for simulations described in the next Section.
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Figure 6.6: Perception of 100 respondents about fingerprinted digital documents with different

distortion levéis (PSNR).

6.2.2.1 Robustness Factors

ln Table 6.7, there are only five configurations of pu and 0g for each valué of L with a PSNR of

16dB. ln order to determine the valúes of 0U and Qg that allow the higher colluder detection ratio,

the first five configurations of Pu and Pg were chosen with L = 50,000. Then, average collusion

attacks were simulated over 50 digital documents, from 2 to 300 colluders that belong to the same

group. The fingerprinted documents were generated in the lossless format TIFF with a RGB color

scheme.

The results of the collusion attacks simulation are graphically shown in Figures 6.8 and 6.9.

Configuration 1 (f}u =200,000, Pg =50,000, L=50,000) has the higher number of detected colluders,

whereas configuration 5 (0U =50,000, f}g =200,000, L=50,000) has the lower one. This is significant

because the valúes of Pu and 0g in configuration 1 and 5 are inverted because in the average collusion

attack the valué of fiu of each colluder is reduced proportionally to the number of colluders. However

as Pg is the same for each user, the robustness factor of Pg is first accumulated as many times as

the number of colluders, and then it is divided by the same valué, having no changes. Therefore,
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Configuration Pu A L Configuration Pu A L

1 200,000 50,000 50,000 19 100,000 200,000 200,000

2 200,000 100,000 50,000 20 50,000 200,000 200,000

3 150,000 150,000 50,000 21 200,000 50,000 250,000

4 100,000 200,000 50,000 22 200,000 100,000 250,000

5 50,000 200,000 50,000 23 150,000 150,000 250,000

6 200,000 50,000 100,000 24 100,000 200,000 250,000

7 200,000 JL00.000 100,000 25 50,000 200,000 250,000

8 150,000 150,000 100,000 26 200,000 50,000 300,000

9 100,000 200,000 100,000 27 200,000 100,000 300,000

10 50,000 200,000 100,000 28 150,000 150,000 300,000

11 200,000 50,000 150,000 29 100,000 200,000 300,000

12 200,000 100,000 150,000 30 50,000 200,000 300,000

13 150,000 150,000 150,000 31 200,000 50,000 350,000

14 100,000 200,000 150,000 32 200,000 100,000 350,000

15 50,000 200,000 150,000 33 150,000 150,000 350,000

16 200,000 50,000 200,000 34 100,000 200,000 350,000

17 200,000 100,000 200,000 35 50,000 200,000 350,000

18 150,000 150,000 200,000

Table 6.7: Configurations of 0U, Pg and L that satisfy perceptual transparency for a fixed Pl

the robustness factor assigned to users must be the highest possible to resist a big amount of

colluders. Figure 6.7 shows the detection sequence from a pírate document generated from the

collusion of two colluders with ID=300 and ID=600. The fingerprints of both colluders were defined

by configuration 1, and despite the reduction in energy, the threshold Tu could still detect them.

Simulations performed for lossless digital documents present a considerable amount of noise under

Tu. Much of this noise was due to the pixels in the host image after fingerprint insertion, which were

not in the range 0 - 255. Therefore, negative valúes were set to 0 and valúes higher than 255 were

set to 255. These roundings of were reflected as noise.

6.2.2.2 Fingerprint Length

After defining the valúes of fiu =200,000 and 0a =50,000 as the configuration with the higher

detection rate, a new simulation of collusion attacks was performed to determine the valué of L



6. Results of the Proposed Secure Document Management System 99

1000 1500 2000

Number of user

Figure 6.7: Detection of 2 colluded users with IDs 300 and 600, with Bu = 200,000, Bg

Pw = 1/6 and L = 350,000. The horizontal line defines the threshold valué.
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Figure 6.8: Number of detected colluders after a collusion attack for fingerprints generated with

configurations 1, 2, 3, 4 and 5 from Table 6.7 and Pw = 1/6.
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Figure 6.9: Ratio of detected colluders after a collusion attack for fingerprints generated with

configurations 1, 2, 3, 4 and 5 from Table 6.7 and Pw = 1/6.

that provides the best detection rate. Configurations with different valúes of L, pu =200,000 and

Pg =50,000 were selected from Table 6.7, and these configurations were 1, 6, 11, 16, 21, 26 and

31. The simulation results are graphically shown in Figures 6.10 and 6.11. As L is increased, the

detection ratio also increased. ln [60], Kuribayashi had already mentioned this behavior for the

images in general, but in that work it was indicated that the valué of L is limited by the image size.

It is possible to calcúlate the highest valué of L for the document samples, as shown in Equation

6.1 where Lmax is the máximum valué of L, Dw is the document width, Dh is the document height,

Dcom is the number of color components and Pw is the insertion point of the fingerprint.

(Dw *Dh* Dccm)
- Pw (6.1)

Using Equation 6.1, for the sample documents Lmax is 12,150,000. Using L =350,000, it was

possible to detect 270 colluders in a collusion attack with 300 colluders. From results shown in

Figures 6.10 and 6.11, it was determined that configuration 31 in Table 6.7 allows the máximum

amount of colluder detection.
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Figure 6.10: Number of detected colluders after a collusion attack for fingerprints generated with

Bg =50,000, Bu =200,000 and Pw = 1/6.
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6.2.2.3 Attack on Digital Documents in Lossy Format

After determining the configuration of parameters that allow the máximum colluder detection, the

detection rate of fingerprints in digital documents with lossy formats was determined. Frequently,

image-based digital documents in organizations are stored in lossy formats in order to save space

and reduce the bandwidth consumption during their transmission. Henee, determining how the

compression affeets the fingerprint detection under a collusion attack is important to support the

feasibility of implementation. Collusion attacks were simulated using configuration 31 in Table 6.7

to genérate fingerprinted documents. The resulting document was stored again in JPEG format.

This implies that fingerprints in the digital document were affected twofold by the compression

process. Figure 6.12 shows the results of the simulated collusion attacks from 2 to 250 colluders,

over 15 digital documents compressed to 80, 60 and 30% quality factor of JPG. Comparing the

máximum amount of colluders detected using documents in JPEG format (Figure 6.12) with those

using documents in TIFF format (Figure 6.10), it was observed that detection rate in documents

in JPEG format is diminished drastically. However, a considerable amount of colluders were still

detected in digital documents in the lossy format JPEG, making this an attractive characteristic for

organizations.

6.2.3 Performance Evaluation

Having validated that the Fingerprinted Module can achieve perceptual transparency and is resistant

to collusion attacks, it was determined if the insertion and detection of fingerprints hold feasible

execution times, and therefore, if the Fingerprinting Module could be implemented in real work

environments. Performance of insertion and detection of fingerprints were evaluated over 100 digital

documents in JPEG and TIFF format, in a desktop computer with Ubuntu 12.10 OS, with an Intel

Core ¡5 processor at 2.7GHz and 4 GB RAM. The insertion evaluation considers the document read

time, the fingerprint insertion time and the fingerprinted document write time. Read and write
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Figure 6.12: Amount of detected colluders, after a collusion attack with lossy digital documents for

fingerprints generated with Bg = 50,000, Bu = 200,000, L = 350,000 and Pw = 1/6.

times consider the timing to execute the DCT/IDCT transformations over the digital documents.

The results obtained are shown in Table 6.8. It is noticed that the time of insertion and detection

does not differ significantly between the formats. The most time-consuming task in the insertion

and detection of fingerprints is the execution of the DCT/IDCT, with an execution time higher

than 3500ms. This can be observed in the relation between the insertion and detection time of

fingerprints in Table 6.8. The insertion function requires two transformations and requires twice

the time of detection, where only one DCT transformation is needed since fingerprint detection was

evaluated with the original digital documents already in the frequency domain. Considerable time

is spent during fingerprint insertion due to the DCT transforms applied over digital documents of

large dimensions (1900 x 2700 pixels), however this time is still feasible for real-life applications. The

time for performing the detection of users after the digital document has been read and transformed

with the IDCT is very low, around 74ms, allowing a wide amount of users per group and having an

acceptable detection time.
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Format Insertion time

(read, insert, write)

Detection time

(read, detect)

Detection

time (detect)
JPEG 7574. 14ms 3764. 19ms 76.53ms

TIFF 7311.45ms 3853.06ms 73.55ms

Table 6.8: Performance evaluation of insertion and detection of fingerprints.

6.2.4 Comparison

ln contrast with previous works presented by Brassil et al. in [6] and Schick et al. in [8], the

Fingerprinting Module presented in this thesis work is resistant to collusion attacks which is supported

by the experimentation reported in previous sections. Although, the fingerprinting scheme presented

in the work of Darwish in [7] is resistant to collusion attacks, that work is oriented to XML documents,

while in this thesis work the fingerprinting module is oriented to digital documents represented as

images. Also, the fingerprinting scheme presented in [7] is vulnerable to simple attacks such as the

deletion of white spaces characters that represent the fingerprint, whereas the Fingerprinting Module

in this thesis work is robust to these common attacks since it is based on Spread Spectrum. Other

works have been proposed based in the watermarking techniques for digital documents described in

Chapter 3 (line shifting encoding, word shifting encoding and character space encoding). However,

the works derived from these techniques have not been proved for fingerprinting neither their

robustness to collusion attacks has been reported. Furthermore these works have not evaluated

the impact of watermark insertion over perceptual transparency. Table 6.9 shows a comparison

of the Fingerprinting Module developed in this thesis work against the most representative works

reviewed in Chapter 3. The Fingerprinting module developed in this thesis was validated regarding

perceptual transparency and robustness to collusion attacks through experimentation.
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Robustness

Work Domain Strategy Collusion-

resistant

Lossy

compres

sion

Perceptual
trans

parency

Number

of users

Low et al. [68] space Line shifting

encoding

not reported yes not reported not

reported

Low et al. [70] space Line shifting

encoding

not reported yes not reported not

reported

Alattar [73] space Line shifting

encoding

not reported yes not reported not

reported

Kim et al. [74] space Word shifting

encoding

not reported yes not reported not

reported

Yawai and

Hiransakolwong

[77]

space Word shifting

encoding

not reported yes not reported not

reported

Huang and Yan

[71]

space Character

space

encoding

not reported yes not reported not

reported

Chotikakamthorn

[72]

space Character

space

encoding

not reported yes not reported not

reported

Proposed frequency Spread

spectrum

yes yes guarantee L'2

Table 6.9: Comparison ofthe Fingerprinting Module in this thesis against other insertion techniques

in the literature applicable to fingerprinting.
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6.3 Integrated System

The proper functioning of the SDMS was validated considering the integration of the ISS and the

Fingerprinting Modules. Validation consisted in testing the functions of the SDMS in which the ISS

and the Fingerprinting Modules interact and measuring their timing performance. These validations

are described in the next Sections.

6.3.1 Operations Validation

The execution paths in the SDMS were validated performing unit tests ensuring that the result of

each cryptographic function along with the fingerprinting functions worked properly. The unit testing

results are shown in Table 6.10.

User actions Result

Signature validation of digital documents in Department A by an Auditor user Successful

Decryption of digital documents in Department A by a Consumer user of department A Successful

Encryption of digital documents in Department A by a Reviewer user of department A Successful

Fingerprint insertion on a digital document during Distribution stage Successful

Fingerprint detection by an Administrator user Successful

Fingerprint detection under a collusion attack by an Administrator user Successful

Mapping of user digital certificate to user ID Successful

Access to digital documents by a user without a digital certificate (no authenticated) Denied

Access to digital documents in Department A by a Consumer user of department B Denied

Encryption of digital documents in Department A by a Reviewer users of department B Denied

Encryption of digital documents in Department A by a user of department A without

privileges

Denied

Access to the User Mapping repository by a non-authorized user Denied

Fingerprint detection by a non-authorized user Denied

Signature validation of digital documents in Department A by a user of department A

without privileges

Denied

Signature validation of corrupted digital documents Failed

Signature validation of digital documents with corrupted signatures Failed

Fingerprint detection in a non-fingerprinted document Failed

Table 6.10: Test performed to valídate the correct functioning ofthe system integrating the ISS and

fingerprinting modules.
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Unit test were performed obtaining the expected results. Henee, it was determined that the ISS

and Fingerprinting Modules work properly considering the actions that the SDMS must allow users

to perform. Having determined that the SDMS works properly, a performance evaluation was carried

out to determine if the SDMS is suitable for a production environment.

6.3.2 Performance Evaluation

The ISS and Fingerprinting Modules interact each other when a digital document is downloaded and

when fingerprints are detected from a pírate document. Henee, timing performance is re-evaluated

for the fingerprint detection and the downloading of digital documents integrating the fingerprint

insertion function. Tests were carried out over 30 digital documents in JPEG, in a desktop computer

with Ubuntu 12.10, with a processor Intel Core ¡5 CPU at 2.7GHz and 4 GB RAM, with the SDMS

and client in the same computer to avoid networking delays. Performance of other allowed user

actions Usted in Table 6.10 that do not require interaction between modules were already evaluated

in Sections 6.1.2 and 6.2.3 of this Chapter.

6.3.2. 1 Download Digital Documents

During the download of digital documents, digital documents are decrypted, then fingerprinted and

finally encrypted and sent to a user using the SSL protocol. The average execution times of these

functions are shown in Table 6.13.

The average time that takes a user to obtain a fingerprinted document is 8652. lms. It can be

observed in Table 6.13 that the fingerprint insertion is the most time consuming function requiring

around 7500ms to be performed, whereas the task ofthe ISS Module is around HOOms. The time it

takes to download a digital document is acceptable since not real time responses are required generally

in a SDMS. ln the case that better response times are required, the fingerprint insertion time can

be improved. The fingerprint insertion requires to perform a DCT function and a I DCT function

taking around 3500ms each one. However, performing the DCT function on digital documents when
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Figure 6.13: Average time of fingerprint insertion, decryption and secure trasmission, required to

download a digital document.

are Approved, implies only to perform the IDCT function during their download, reducing insertion

time by a half. Although, this strategy requires to store the digital documents with no compression,

increasing the space required to store them.

6.3.2.2 Fingerprint Detection

During fingerprint detection in a pírate document copy, the ISS Module obtains the encrypted

original document from the digital document repository. Then, the encrypted original document

is decrypted and stored temporary. After that, the original digital document ¡n clear text is read

by the Fingerprinting Module and it is transformed to the frequency domain. These operations

require an average time of 4034.54ms. This time is slightly higher than the time reported only for

the Fingerprinting Module because the required interaction with the ISS Module. Once the original

and pirate documents are in the frequency domain, average detection time is about 78.03ms. This

I.
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time does not differ significantly from the detection time determined only by the Fingerprinting

Module since at this point, interaction with the ISS Module is not more required. Detection times of

fingerprints with the integrated modules do not differ significantly from the times presented during

the Fingerprinting Module performance evaluation.

The SDMS, integrating the ISS and Fingerprinting modules, exhibited an acceptable performance,

proving to protect digital documents from unauthorized access during the Approval, Storage and

Distribution stages of the document lifecycle. Also, it was possible to determine the identity of

traitor users from fingerprinted documents. Since performance evaluations were done in a desktop

equipment, it is expected that performance of the proposed SDMS improves if a specialized server

is used.

6.4 Summary

This Chapter presented results of the the ISS Module, Fingerprinting Module and the integration of

the two modules in a SDMS.

The ISS Module was validated by performing successfully all the allowed execution paths and

denying the invalid paths during the Approval, Storage and Distribution stages of the document

lifecycle in the SDMS. The performance of this module was evaluated obtaining execution times

that are feasible for a production environment. Finally, this module was compared with the works

reviewed in the state-of-the-art, showing that this module meets the required information security

services whereas other works do not do it because their implementation scenario is different that the

one addressed in this thesis.

During the validation of the Fingerprinting Module permissible levéis of distortion in terms of

legibility of fingerprinted documents were defined. It was found that, in contrast with fingerprinting

applied in natural images, lower valúes of PSNR and SSIM Index are tolerated by fingerprinted
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digital documents without affecting drastically the perceptual transparency, which was achieved with

a mínimum PSNR valué of 14dB and a mínimum SSIM Index valué of 0.877. Then, appropriated

valúes of parameters were determined to achieve the higher amount of colluders detection. It was

shown that the robustness factor assigned to users must be higher than the robustness factor assigned

to groups in order to have a higher colluder detection probability. The Fingerprinting Module is able

to fully detect until 270 of 300 colluders for lossless compressed digital documents. Furthermore.

the detector performance after lossy compression remains competitive for real work environments.

Finally, the Fingerprinting Module was compared with the works presented in the state-of-the-art,

and works of watermarking for digital documents that could be used in a fingerprinting context. From

that comparison, it was concluded that this is the first implementation of a fingerprinting scheme for

image-based digital documents that is robust to collusion attacks. The number of users available,

and the high quality lossy compression robustness make the Fingerprinting Module proposed in this

thesis suitable for implementation in a production environment.

ln order to state that the integration of modules and the resulting SDMS is able to be

implemented, all the execution paths ofthe SDMS, integrating the ISS and Fingerprinting Modules,

were validated by performing successfully all the allowed execution paths and denying the invalid

paths. Finally, the performance of downloading digital documents and detecting fingerprints in

fingerprinted documents were evaluated. These are the functions that require interactions between

the ISS and Fingerprinting Module. It was found that performance on these functions integrated of

the SDMS are feasible for a production environment.

The development of the SDMS integrating the ISS and Fingerprinting Modules responds the

investigation question tackled in this thesis, achieving all its research objectives. To the best of

author's knowledge, this is the first work that integrates information security services and user

tracing techniques to créate a SDMS.



Conclusions and Future Work

ln this thesis, a Secure Document Management System (SDMS) that allows tracing users was

developed. To achieve this, two modules were developed: a Information Security Services Module

and a Fingerprinting Module.

The Information Security Services Module was designed and implemented to provide information

security services to digital documents during the stages of Approval, Storage and Distribution of the

digital document lifecycle in a Document Management System. The selected techniques to provide

the required ¡nformation security services were: i) digital signatures for integrity, authentication and

non-repudiation; ii) symmetric encryption and digital envelopes for confidentiality; üi) access control

was ¡mplemented using Role-Based Access Control and Mandatory Access Control. These techniques

required a Public Key Infrastructure which was ¡mplemented using cryptographic techniques to

provide protection for 30 years following the NIST standards and recommendations.

RSA was used as the asymmetric cryptographic algorithm with a key length of 2048 bits, AES was

used as the symmetric cryptographic algorithm with a key length 256 bits and SHA-2 with a length of
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256 bits is used as hash function. The execution of all the paths ofthe Secure Document Management

System proved that the Information Security Services Module protects the digital documents with

feasible performance times in the entirely stages of Approval, Storage and Distribution.

For the Fingerprinting Module, it was selected a state-of-the-art fingerprinting technique resistant

to collusion attacks based on Spread Spectrum, to protect digital documents represented as

images from ¡Ilegal distribution. ln particular, the system proposed by Minoru Kuribayashi was

studied. Larger fingerprint lengths than in natural images can be used for digital document's

fingerprinting without affecting drastically the perceptual transparency of fingerprints. ln contrast

with fingerprinting in natural images that are considered perceptually transparent with a PSNR near

to 30dB, fingerprinted digital documents are perceptually transparent with a mínimum PSNR valué of

14dB and a mínimum SSIM Index valué of 0.877, allowing to increase the robustness of fingerprints

maintaing their perceptual transparency. The mínimum PSNR and SSIM Index valúes to maintain

perceptual transparency of fingerprints in digital documents were validated through an inquest to 100

respondents. The energy associated to fingerprints was the most relevant valué found, as it generates

distortion over all the digital document. Parameters configurations composed by robustness factor of

user, robustness factor of group, fingerprint length and, fingerprint insertion position were determined

to achieve perceptual transparency for fingerprints. From these configurations, the configuration that

detects the higher number of colluders under a collusion attack was determined. It was shown that

energy assigned to users must be higher than energy assigned to groups to have the higher colluder

detection probability. The best configuration of parameters for the selected fingerprinting scheme

has proved to be resistant to collusion attacks in lossless compressed digital documents, allowing

the full detection of 270 users from a collusion attack with 300 colluders. Furthermore, the detector

performance after lossy compression stills detect a considerable amount of colluders. Performance

of this module was suitable for real work environments.

Finally, the integration ofthe Information Security Services Module and the Fingerprinting Module

was achieved by developing a component that maps the user identity between Modules. Also, it was
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evidenced the need to protect the insertion and detection of fingerprints with information security

services. The developed Secure Document Management System proposed in this thesis allows the

protection of digital documents during their Approval, Storage and Distribution, and also allows the

tracing of traitor users. Furthermore, the system holds suitable times for being implemented in a

production environment.

7.1 Main Contributions

The main contribution in this thesis is the development of the first Secure Document Management

System that is able to trace traitor users that distribute pírate documents. Specially, the contributions

of this work are:

• The development of an Information Security Services Module to protect digital documents

during their document lifecycle, tackling an scenario for which previous works had not

considered.

• The development of a Fingerprinting Module that generates fingerprinted documents to trace

traitor users, being this the first collusion resistant fingerprinting work for image-based digital

documents.

• The evaluation of a state-of-the-art fingerprinting scheme in the context of restricted

distribution of digital documents.

• The establishment of permissible valúes of PSNR and SSIM Index for fingerprinted digital

documents, being this to author's knowledge the first time these valúes are reported.

• It was proved that fingerprinting techniques and information security services can be integrated

to créate a system that in a comprehensive manner solves the secure storage and distribution

of digital documents and allows to trace traitor users.
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7.2 Future Work

Future work can be done to extend the robustness ofthe fingerprints generated by the Fingerprinting

Module to resist other attacks than collusion and lossy compression. For the developed system, timing

performance when downloading digital documents can be improved transforming the document to

their frequential representation since they are uploaded. Also, new ways of integration between

information security services and fingerprinting techniques can be explored, such as the embedding

of fingerprinting techniques with cryptographic techniques by designing an asymmetric cryptographic

algorithm that requires a user ID at the moment of digital documents decryption to genérate

a fingerprint that is inserted in the decrypted digital document. Another way of integration of

information security services and fingerprinting techniques are related to the integrity validation of a

fingerprinted pírate copy, comparing ¡t with the non-fingerprinted original digital document in order

to determined if besides the pírate copy was distributed illegally, it has been modified by malicious

users. Validation of integrity of fingerprinted digital documents can be used to extend the protection

provided to digital documents in the Usage stage of the document lifecycle.
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